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[MEPEOMOBA

lNoBHOMacwwTabHe BTOprHeHHs Pociricbkoi Menepauii B YkpaiHy, po3noyarte 24 nto-
Toro 2022 poky, cnpuyunHmuno 6esnpeueneHTHy Kpusy y cdepi 3axmcty npas guTuHU. BoHo
CTANI0 OAHI€EK 3 HAWPYMHIBHILWMX 3arpo3 Ans AMTUHCTBA, N036aBMBLLM AiTen 6e3neku, CiMi,
OCBiTM, MEANYHOT LONOMOIM Ta NPaBa Ha HOPMasbHWUI PO3BUTOK.

[ii Pocii Ha OKynoBaHMX TEPUTOPIAX CyNMPOBOAXYKTbCS CUCTEMHUM HACUIbCTBOM:
CTpaTaMu, Hanafamu, CBaBiIbHUMM 3aTPUMAHHSAMM, KATYBAHHSMU, BTATYBAHHSM Y NPOCTUTY-
wito Ta nopHorpadito 1 iHWKMMKM GOPMaAMU XKOPCTOKOTO MOBOAXKEHHS, Bif, IKUX CTPAXKAAKOTb
yCi rpomMagsHu YKpaiHu, nepeaycim aitu.

OOHMM i3 HaMCUCTEMHILIMX 3/104MHIB € NPUMYCOBE MEpeEMilleHHs Ta AenopTauis
YKPAiHCbKMX AiTeN. 3a HasBHOW iHdopMaui€to, noHag 20 TMCAY yKpaiHCbKKX Aiten 6ynm
NpMMyCOBO nepemileHi abo aenoptoBaHi Poci€lo 3 TMMYACOBO OKYNOBaHMX TEPUTOPIK Nic-
ng ii noBHoMacwTabHOro BTOprHeHHs .

3a paHumum YnpasniHHg BepxosHoro komicapa OOH 3 npaB noguHu, y nepiop, i3 24
ntotoro 2022 poky po 31 cepnHs 2024 poky MOHITOPUHIOBa MiCisl BXXe 3340KyMEeHTYBano
12 BuNapkiB cekcyanbHOr0 HACKUNbLCTBA, CKOEHOMO POCIMCbKMMM BiCbKOBUMM Ha NOYaTKY
okynauii crocoBHo 10 aiByatok i 2 xnonumkis BikoM Big, 3 Ao 17 pokis? OcdicoM leHepanb-
HOro npokypopa Ha 29 tpaBHs 2026 poky 3adikcoBaHO 23 BMNAAKM CEKCYANIbHOO HACKUb-
CTBa, MOB'I3aHOI0 3 KOH(MIKTOM, B IKMX MOCTpaxaanu 22 AisumHu Ta 1 xnoneup?.

Ynpoposx 2022-2023 pokiB Takox 3adikCOBAaHO BMNAAKM NO30ABNAEHHS XUTTA Ai-
Tel, 30KpeMa cTpaTtv 5 xnonuis i 2 aiByat?, i ug uMdpa He € OCTAaTOYHO, OCKiNbKM Hapasi
BIACYTHIM AOCTYN A0 OKYNOBaHUX TEPUTOPIN | HEBIAOMO, WO BiAOYBAETLCS 3 BUKPALEHUMMU
LiTbMK Ha TepuTopii Pociicbkoi Mepepadii.

Mopap i3 uinecnpssMOBaHUM HAaCUNLCTBOM 3HAYHY 3arpo3y Ans AiTen CTaHOBAATb Ma-
COBaHi aTakM i3 3aCTOCyBaHHAM AanekobinHoi 36poi. 3 ntotoro 2022 poky B YKpaiHi WwWoHam-
MeHwe 3452° ouTuHU 3aruHynun abo 6ynm nopaHeHi. PeanbHa KinbKiCTb, IMOBIPHO, € BULLO1O,
afxe BpaxoBaHi anwe nigreepmkeHi OOH Bunagku.

CraTucTMKa BiMiHM CBiAYMTL: KiNbKiCTb NOCTPAXAANUX AiTEW MPOOOBXYE 3pOCTATMU.
Jlnwe y 6epesHi 2026 poky BHACNigoK aTak noctpaxaanu 89 miten — Ha 65% Oinble, Hix
y ntotomy. Y nepiomy kBaptani 2026 poky ix KinbKicTb 3pocna Ha 49% nopiBHAHO 3 aHano-
riYHMM NepiofoM MUHYNOrO POKYS.

HasepeHi faHi cBigYaTb NPO MacWTabHUM i CUCTEMHUIA XapaKTep WKOAM, 3aBAAHOT
LiTaM BilHOIO.

Enoxa umdpoBux TexHonorin i couianbHMX Mepia BigKpUNa HOBI MOXIMBOCTI Ans
[OKYMEHTYBAaHHS BOEHHMX 3/I04MHIB: LWOAHS MiNbMOHKM Nybnikauii, Bifeo, reonokawimHux

1 https;//childrenofwar.gov.ua/?utm_source=chatgpt.com

2 https://ukraine.un.org/sites/default/files/2025-04/2025-03-21%200HCHR %20Report%200n%20
Children%27s%20Rights%20in%20Ukraine_Ukrainian.pdf?utm_source=chatgpt.com

> https://gp.gov.ua/en/posts/rezultati-diyalnosti

4 https://www.unicef.org/ukraine/press-releases/threefold-increase-number-children-killed-or-
injured-ukraine?utm_source=chatgpt.com

> https://www.unicef.org/ukraine/press-releases/child-casualties-ukraine-increase-65-cent-over-
past-month

6 https://www.unicef.org/ukraine/press-releases/child-casualties-ukraine-increase-65-cent-over-
past-month



MO3HAYOK | MeTaZaHUX CTalTb NOTEHLiMHUMM JKepenaMm A0Ka3iB Ans Clifyumx i MpoKypo-
piB. BogHouac ui TexHONOrii HECYTb | 3HAYHI pU3MKMW.

KoHdiaeHUiMHICTb noCTpaXaanoi AnTMHM abo AUTUHU-CBIAKA Y KpUMIHANbHOMY Npo-
BAaIXKEHHI € He NiMLe PUSUMYHUM 000BI3KOM AepKaBu,a 1 GyHAAMEHTANbHOW nepesymo-
BOMO ii BiGHOBNEHHS.

Y umMx yMOBax [OKYMEHTYBAHHS 3/104MHIB MPOTU AiTE€N € KPUTUYHO BAXKIMBUM ANS
3abe3neyeHHs HEBIABOPOTHOCTI BiAMOBIAANBHOCTI Ta MA€ 3A4iMCHIOBATMUCS 3 BE3YMOBHUM
LOTPUMAHHAM HanaHCy Mix 360pOM [,0Ka3iB | 3aXMCTOM KOHGIAEHLIMHOCTI AUTUHMW.
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[MTOCAPIN KTKOYOBWX TEPMIHIB

Tepmin

BusHaueHHs

OSINT (Open Source
Intelligence)

Po3Biaka Ha OCHOBI BIgKPUTUX SKepen — CUCTEMATUUYHUM
36ip Ta aHani3 nybnivyHo JocTynHoi iHdhopMaLii gna uinen
po3cniayBaHHs abo aHanisy.

JlaHutor 36epiraHHs
Aokasis (Chain of Cus-
tody)

[lokyMeHTOBaHa NOCNiIAOBHICTb BCiX OCIB, AKi Manu Aoctyn Ao
[0Ka3y Bif, MOMEHTY BUSBNEHHS 1O MOMEHTY NpeACTaBNEHHS B

cyai.

Xew-cyma (Hash)

YHiKanbHWn uMbpoBUIN «BIAOUTOK» (hainy, LWLO AO03BONSE
NiATBEPAMTU MOTO HE3MIHHICTb. byab-gKa 3MiHa danny 3MiHKE
XeL-CyMmy.

MetapaHi

TexHiyHa iHdoOpMaLia npo ¢ann (nata/vac cteopeHHs, GPS,
aBTOp, MPUCTPIN), aBTOMATUYHO 3anmcaHa y dann.

Bepudikauis

lMpouec niaTBepAXEeHHS aBTEHTUUYHOCTI MaTepiany yepes
He3anexHi MeToam (reonokauis, XpoOHONOris, NepexpecHi
[xepena).

leonokauis

Bu3HaueHHs TouHOro reorpadiyHoro micus 3MoMku Goto
abo Bifeo yepes 3iCTaBNEHHS BUAMMUX OPIEHTUPIB 3
KapTorpadiyHMMMn JaHUMW.

bapHaxyc

CKaHAMHaBCbKa MoAeNb KOOPAMHOBAHOIO pearyBaHHs Ha
3/104MHU NPOTK AiTen, Wo nepenbavyae eAMHUA ONUT Y
6e3neyHOMy cepefoBMLLI 3a y4acTi BCiX HeoOXiaHnx daxisuis/
YMHb.

CHIMK CekcyanbHe
HacUNbCTBO, NOBA3AHE
3 KOHdnikTom (CRSV/
(Conflict-Related Sex-
ual Violence)

3N104YMHN CEKCYaNnbHOroO XapaKTepy, BUNHEHI B KOHTEKCTI
36poMHOro KOHMNIKTY ab0 NOB'A3aHi 3 HUM.

AHOHiIMiI3zauig

He3BopoTHe BUaaneHHs abo nepeTBOpeHHs BCix
iLeHTUDIKYIOUMX eneMeHTIB ocobu.

MceBpoHimizauia

3aMiHa ineHTUPIKYUYMX SAHUX YMOBHUMU NO3HAYEHHAMU NPU
36epexeHHi KoYa BiANOBIAHOCTI Y 3aXMLEHOMY MiCLi.

Berkeley Protocol

ABTOPUTETHUI MiXKHAPOOHWUI CTaHAAPT NpoBeAeHHS LMdpOBUX
OSINT-po3cnigyBaHb ang uinen npasocynas (UC Berkeley /
OHCHR, 2022).




MocTTpaBmMaTUYHUIA
ctpecoBui posnag, (MTCP)

Po3nag, wo Moxe po3BMHYTUCS NiCNS BNAUBY NOAIT
HaA3BMYaMHO 3arpo3/IMBOro abo Xax/IMBOro Xxapakrepy.
XapakTepu3yeTbCa TpbOMa KlacTepamMu CUMNTOMIB:

(1) noBTOpHE NEepexMBaHHA TPaBMATUUHOI MOAIT Yy
$OopMi 9CKpaBMX HAB S3IMBMX CNOragais, GnewbekiB abo
KoLuMapiB;

(2) yHMKaHHS AYMOK, CNOrafis, Nto4en, Micupb abo
CUTYaLin, WO HaraayTb NPO TPaBMy;

(3) cTinke BiAYYTTS NOTOYHOI 3arpo3u, WO BUSBNSETLCA Y
rinepnunbHOCTi abo NocuneHin peakuii nepensiky.
CMMNTOMM MatOTb TPUBATH LLLOHAMMEHLLE KiflbKa TUXKHIB
Ta CNPUYMHATM 3HAYHE DYHKLIIOHANbHE MOPYLUEHHS.

Komnnekcuui MTCP
(xNTCP)

Po3nag, Lo MOXe pO3BMHYTUCS NiCS BNAUBY

TpuBanux abo NOBTOPKOBAHMX MOAIN HAA3BUYANHO
3arpo3mMBoro abo KaxanMBoro xapakTepy, 3 SKMx

BaXXKO ab0 HEMOXIMBO BUMTU (HanpuKnaa, KaTyBaHHS,
reHoumMA, TpUBasne LOMALIHE HACUIbCTBO, MOBTOPHOBAHE
cekcyanbHe abo i3nyHe HaCMNAbCTBO B AUTUHCTBI).
BukoHytoTbCs BCi giarHoctuuHi kputepii MTCP.
[lonaTKOBO XapakTepu3yeTbCS CTINKMMU Ta BUPKEHUMM:

(1) nopyweHHamu perynauii adekTy;
(2) nepekoHaHHAMU Npo cebe SK NnpUMeHLeHy abo

HiK4eMHY 0CO0Y, WO CyNMpOBOAXKYOTHCS MOYYTTAMM
COpoMY, NpoBMHM abo HeBAaui;

(3) TpyaHoWwaMmM y NiATPUMAHHI CTOCYHKIB i BIiQYYTTI
6113bKOCTI 3 IHWKMMU.

CnpuYnHAE 3HaYHE BYHKLIOHANbHE MOPYLUEHHS.

locTpuit cTpecoBumit po3nag
(rCP)

HiarHoctnyHa kateropig DSM-5, o onucye kniHivyHo
3HaYyLi CUMNTOMM, IKi BUHMKAOTb Bif 3 Aib 40 ogHOro
Micaua nicng BNAMBY TpaBMaTUYHOI nofii (pakTMyHa
abo 3arpo3a cmepTi, CepiMo3He NOPaAHEHHS, CeKCyaNbHe
HaCMNbCTBO). BKAOYAE CUMNTOMMU: iHTPY3ii, HEraTUBHUNM
HaCTpiK, AncoLiauis, yHUKHEHHS, 30Y0KeHICTb.
CNpUYMHSAE 3HaYHE NOpyLEHHS DYHKLIOHYBaHHS.

locTpa peakuis Ha cTpec

TpaH3UTOPHUI CTaH, LLLO PO3BUBAETHCA Y BiANOBIAb

Ha BUKJTIOYHUI CTPecop, WO BK/KYAE CEPHAO3HY
3arpo3y 6e3newi abo ¢i3nyHIn LinicHoCTi ocobu abo
6113bKMX (Hanpuknag, 6onoBi 4ii, 3104MHHMI Hanag,
npupoAHa katactpoda). CMUMNTOMM BBAXKAOTbCS B
MeXax HOPMaTMBHOIO Aiana3oHy peakLil 3 orngay Ha
HaA3BMYaANHY TSHXKKICTb CTpecopa Ta 3a3BMYaii MUHAOTb
CaMOCTIMHO NPOTArOM KiNbKOX roAuH (80 3-x 4ib).




Aucouiauin

MNMopyweHHs abo pparmMeHTaLiss HOpManbHOI iHTerpaLii
CBiZAOMOCTI, NaM ATi, iAEHTUYHOCTI, EMOLLINA, CNPUNHATTA,
ySIBIEHHS MPO TiJI0, MOTOPHOrO KOHTPOJIHO Ta NOBEAiHKM.
€ MWMOBINIbHUM HECBIAOMMM 3aXUCHUM MEXAHI3MOM Y
BiANOBIAb HA TPAaBMATUYHMI CTPeC.

KniHivyHO 3Hauywi popmu:

AenepcoHanisauia — Big4y>KeHHS Bif BNACHOMO «s» abo
Tina;

Aepeanisauif - BiauyTTS HepeanbHOCTi HABKOIMLLIHbOIO
cepenoBumLLa;

AUCOLIaTUBHA aMHe3ifl — He34aTHICTb BiATBOPUTH
BaXX/IMBY 0COBUCTY iHDOpMALit0 TPaBMATUUYHOIO
XapakTepy.

PerpaBmatusauin

[NoBTOpHE nepeXxmnBaHHsA NCUXONOTIYHOI TPaBMU,
WO BMHWUKAE BHACNIAOK AiT Tpurepis (CTUMYNIB), WO
HaragytTb NPO TPaBMATUYHY MOAI0, Ta aKTUBYE
HEMPOHHI NaTepHK, 3a4isHI Nig Yac NepBUHHOIO
TPaBMATMYHOIO A0CBIAY, 663 MOXIUBOCTI
TepaneBTUYHOIO OMNPaLOBAHHS.

Moxe 6yTn CnpuYMHeHa: NOBTOpHMMM aonuTamu bes
MCUXONOTIYHOT NIATPUMKU; NYOAIYHUM PO3TOSIOLEHHSAM
iHbOpMaLii Npo NOCTPaXXAanoro; MeaiaBMUCBITNEHHSM;
HeobepexHo chopMynbOBAHUMM 3anNUTaHHAMM haXiBLiB.

Mepwa ncuxonoriyHa
Aonomora (Mna)

[YMaHHUI, NiATPUMYOUYMI | NPAKTUYHMIA NiaXig 4o
NOLEN NiCNs NepexunToi CTPecoBoi Noaii, IKi MOXyTb
notpebysaTth AONOMOrK. [PYHTYETLCA Ha MATU 6A30BMUX
enemMeHTax:

(1) 6e3neka

(2) cnokin

(3) 38'430K i3 CMiNbHOTOO

(4) camoedeKTUBHICTb

(5) Hapis

He B1Marae cneuianbHOi NigrotoBku daxisus/umHi

3 NcuxivyHoro 340poB’a. CnpsiMOBaHa HA 3MEHLLEHHS
rOCTPOro AMCTPecCy Ta 3HMXKEHHS pu3nKy po3suTky MNTCP.




NICHD-npotokon

HaykoBO 06rpyHTOBAHMI CTPYKTYPOBAHUI NPOTOKON
CYL,0BO-MCMXOJIOTIYHOIO iIHTEPB'I0 3 AiTbMU-
nocTpaxgannmu abo ceigkamu, po3pobneHuii 3 MeToro
OTPMMaHH$ NOBHOI Ta AOCTOBIPHOI iHOpMauii. Bknouae
naTb ¢a3: BCTYN i BCTAHOBAEHHS MPaBuA; NPaKTUYHE
iHTEepB'I0 (HenTpanbHa Noaif); nepexia A0 3MiCTOBHOI
YACTUHM; 3MICTOBHA YaCTMHA; 3aBEPLLUEHHS.

KnouoBi npUHLMAN: QUTUHOLEHTPUYHUI NiaXig, 3
afanTalui€n A0 piBHA PO3BUTKY; BIAKPUTI 3aMUTAHHS
BNIACHUMM CNIOBAMU OUTUHU; CyBOPE YHUKHEHHS
HaBiAHUX 3aMNUTaHb.

€ HanbiNbW JOCNIAKEHUM IHCTPYMEHTOM Y CBOIW ranysi,
BM3HAHWM €BPONENCbKOK acouiaLlield NCMXoNorii Ta
npasa (EAPL), € cTaHoApTOM L0OKa30BO OBrpyHTOBAHOI
NpaKTUKK

BuropaHHs npodeciHe

CMHAPOM, WO BUHUKAE 9K pe3yNbTaT XPOHIYHOro
pob0oyoro cTpecy, SKMi He BAANOCS YCMilWHO nobopoTw.
XapakTepu3yeTbCsa TpbOMa BUMIpaMMu:

(1) BipYyTTA BUCHAXEHHS eHeprii abo BUCHAXEHOCTI;
(2) 36inblueHHS NCMXONOTiIYHOT AMCTaHLIi Big poboTu
abo HeraTMBHI BiAYYTTS CTOCOBHO Hei;

(3) 3HWXKEHHS NpodecinHOT ePEKTUBHOCTI.

€ npodeciiHMM peHOMEHOM, @ HE MeANYHUM CTaHOM
abo ncmxiyHum posnagom. [Notpebye opraHisauinHoro
BTPYYaHH$ Ta NCMXOOriIYHOI MiATPUMKM.

OuiHka noTpe6 auTuHM Ta ii
CiM’i y couianbHMX nocayrax

AHani3 CKNagHUX XXUTTEBUX 0OCTaBUH AUTUHM Ta ii
CiM’i, BU3HAUYEHHS iHAMBIAYANbHUX NOTPED ANTUHM Ta Ti
CiM’i, mepenik Ta 06csr couianbHUX NOCAYT, IKUX BOHM
noTpebytoTh.
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3aKOHHI NpeacTaBHUKMK Ta
npeacTaBHULI AUTUHU

3aKOHHUMU NPeACTaBHUKAMU/HULAMU OUTUHU €

6aTbKu, ycMHOBUTENI, DaTbKM-BUXOBATENI, IPUMOMHI
6aTbKu, NaTPOHaTHI BMXOBaTeNi/bKM, OMiKYHU/HKMH,
NiKNYBaNbHUKKU/Li, NpeACTaBHUKM/HULI 3aKNALIB, AKi
BMKOHYIOTb 000B3KM ONiKYHIB/HOK i NiKNyBaNbHUKIB/Lib.
He MoxyTb OyTW 3aKOHHMMM NpeaCcTaBHUKAMMK/LSAMU
IUTUHU 0CcOBK, N036aBNEeHI CTOCOBHO Hei 6aTbKiBCbKMX
npas, a Takox 6abyci, aiayci Ta iHWi poanyi, HaBiTb AKLLO
BOHM MPOXMBAKTb PA30M 3 AUTUHOK, BUXOBYHOTb i, KLLO
BOHM HE € OMNiKYHaMM OUTUHMW.

BignosiaHo oo cratti 1 3akoHy YkpaiHu «[1po BixeHuis
Ta 0Cib, aKki noTpebytoTb AOAATKOBOrO abo TMMYACOBOrO
3aXUCTYy», 3aKOHHUMW MPEeACTaBHUKAMU OUTUHM,
PO31yYeHOI i3 CIMEK € OpraH onikK Ta NiKAyBaHHS,
ONiKyHM Ta NiKNyBasbHUKMK, MPU3HAYEHI BiANOBIAHO

[0 3aKOHOAaBCTBa YKpaiHW, NPUMOMHI 6aTbKK, 6aTbKK-
BMXOBATENI, NATPOHATHI BMXOBATENi/HULi, agMiHiCTpauis
3aK/lagy OXOPOHM 340pOB', HAaBYaNbHOIO abo iHWoro
AMTSYOro 3aKknagy.

A 3aKOHHUMU NpeacTaBHUKAMU/HULSAMU 0COOM BIKOM A0
18 pokiB — 0ouH 3 6aTbKiB, yCMHOBUTENIB, A UM 6aba,
MOBHONITHI BpaT uM CcecTpa, OMiKyHW YK MiKNYBANbHUKMW,
Nnpu3HayeHi Takumm 0o npubytTa B YKpaiHy, abo

iHWa NOBHONITHS 0c06a, ika A0 NpubyTTa B YKpaiHy
[O0OpPOBINBbHO UM B CUTY 3BMYAID KPAiHM MOXOAXKEHHS
B351a Ha cebe BiANOBiIAANbHICTb 3@ BUXOBAHHSA AUTUHMU.
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Cy6ekTn BUSBNEHHSA Ta/abo
opraHisauii couianbHoro
3aXMUCTy AiTen, aKi
nepebyBaloTb Y CKNagHUX
XUTTEBMX 06CTaBUHAX

BignosiaHo o Mopsaaky 3abesneyeHHs coLianbHOro
3aXMCTy Aiten, aKki nepedyBatoTb Y CKNAAHUX KUTTEBUX
06cTaBMHaxX, y TOMy UMCTi AiTeR, SKi NOCTpaxaanu Bij,
YXOPCTOKOrO MOBOAXKEHHS, 3aTBEPAXEHOIO MOCTAHOBO
KMY Big 01.06.2020 p. N2 585, cybektamun BusBNEHHS
Ta/abo opraHi3zauii couianbHOro 3axXMUCTy LiTen, aKi
nepebyBatoTb Y CKNAQHMX XUTTEBUX 0OCTaBUHAX,

€: OpraHu AepXXaBHOI BNaju, OpraHun MicLeBoro
CaMOBPSAYBAHHS, 3aK1aaM OCBITM, OXOPOHM 340pOBY,
COLLiaNbHOr0 3aXMCTYy HACENEeHHS, iHWi 3aknaam Ta
YyCTaHOBW, 30KpeMa CTPYKTYPHI NiApO34innM panoHHUX

y M. Kuegi Ta CeBactononi gepxxagMiHictpauin,
BMKOHABUYMX OPraHiB MiCbKMX, PAMOHHMX Y MicTax (Y
pa3i YyTBOPEHHS), CiNbCbKMX, CEIULLHNX Pag 3 MUTaHb
OCBITH, OXOPOHM 340pOB4, COLiaNbHOro 3aXMCTy
HaceneHHs, 30iMCHEHHSA 3axoaiB y cdepi 3anobiraHHa
Ta NpOTMAII AOMALIHbOMY HACULCTBY | HACUNBLCTBY

33 03HAKOH0 CTaTi TOLWLO, CNYXOM y cnpaBax Aitewn,
LLeHTPM couianbHUX Cyx6, haxiBLi i3 couianbHOI
poboTn abo iHWi HagaBadi coLiaNbHUX NOCAYT, OPraHu
HauioHanbHoi noniuii, TeputopianbHi opranm ACHC Ta
niANOpaAKOBaHI Nigpo34inau, cnewiani3oBaHi yCTaHOBM 3
HafaHHA 6e30nnaTHOI NepBMHHOT NPABOBOI A0MNOMOrH,
perioHanbHi Ta MiCLEBi LLeHTpM 3 HagaHHA 6e3onnaTHOI
BTOPMHHOI MPaBOBOi AONOMOrK, 6IOpO NPaBoBOi
[0NOMOrK, Cyau, OpraHn NpoKypaTypu, yNOBHOBAaXeHi
OpraHu 3 NUTaHb NpobaLii, iHWIi 3aranbHi Ta
cnewianisoBaHi cnyxébu NiATpUMKKM 0Cib, mocTpaxaanmx
BiJ LOMALIHbOrO HACMIbCTBA Ta HACM/ILCTBA 33 03HAKOK
cTaTi
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BCTYII

BOEHHI 3n104MHM NpOTH AiTeN MatoTb He nuwe 6e3nocepeaHi, a M AOBroTpuBani Ha-
CNiAKKW oNg iXHbOro GisMYHOro Ta NCUXiYHOro 340poB’s. JoCniaKeHHs CBigyaTh, WO AiTH, SKi
nepexunun 36porHMIn KOHDNIKT, MaloTb Y 2—-5 pasiB BUWMIA pU3MK PO3BUTKY MNOCTTPaBMa-
TUYHOrO CTPECOBOro po3nafy, TPUBOXHMUX pO3NnaaiB i genpecii. XpoHiYHa ncmMxoTpaBMma B
AUTSYOMY Bili TAKOX MOXe NPU3BOAMTU A0 3MiH CTPYKTYPU MO3KY, 30KpeMa BNAMBATM HA
mMurganenofibHe Tino, rinokamn i npedpoHTanbHy Kopy.

Lii Pocincbkoi Menepauii WoA0 YKPATHCbKMX AiTeM € MOPYLIEHHSIM HOPM MiXHa-
POAHOrO ryMaHiTapHOro NpaBa Ta MOXYTb KBaNiQiKyBaTUCS K BOEHHI 3104MHM Ta/abo 3/10-
YMHKU NPOTU NOASHOCTI. Taki AiSSHHA He MatkoTb CTPOKIB AABHOCTI, HE NIANAraloTb aMHICTIi,
a BMHHI 0COOM NigNaratoTb HEBIABOPOTHIM NepCOHANbHIM KPUMIHANbHIN BiANOBIAANBHOCTI.
OpZep MixxHapoAHOro KpUMiHanbHOro cyay Ha apewT Bonogmumupa lNytiHa Ta Mapii J1bBo-
Boi-benoBoi Big 17 6epe3Hsa 2023 poky cTaB 6e3npeueneHTHUM CUTHANOM AN MiXKHAPOA-
HOi cninbHOTW’.

BooHouac edekTMBHe po3CnigyBaHHA LMX 3/104MHIB NOTpebye HanexHoro nogo-
[KeHHs 3 pgokasamu. Cyau BMMaratoTb NiATBEPAXEHHS aBTEHTUYHOCTI Ta UiNICHOCTI und-
poBMX MaTepianie, a byab-ske NOpyLEeHHS naHutora ix 36epiraHHs (chain of custody) Moxe
npu3BeCcTU 0 BTPATH iX OKA30BOr0 3HAYEHHSI.

OcobnmBo HeGE3MEYHUM € NEepeaYacHe ONpPUIOAHEHHS MaTepianiB,NOBA3aHNUX i3 AiTb-
MW: BOHO MOXe iH(OpPMYBATH 3N104YMHLLIB NPO Nepebir po3cnifyBaHHS, CNPUYUHUTU 3HULLEHHS
[OKa3iB | NpM3BeCTU 4O NOBTOPHOI TpaBMaTU3aLii nocTpaxganux. Y 3af0KYMEeHTOBAHUX BU-
nagkax nowupeHHst OSINT-mMaTepianiB TakoXX Np13BOAMAO 40 BIAMOBM CBiAKiB BiA, CniBnpaLi
31 CNiACTBOM, iX NepexoByBaHHS abo 3MiHM NOKa3aHb Yepes CTpax nepecnifyBaHHs.

[lofaTKOBI pU3MKKM CTBOPKOE PO3rONOLLIEHHS NepcoHaNbHUX AaHMX abo iHpopMauii
Npo NPUBATHE XUTTA AUTUHU (agpeca, OKYMEHTU, KOHTAKTU, PiHAHCOBI AaHi, POTO UM 06-
CTAaBMHU 3/104MHY), LLO MOXE CNPUYMHUTU peTpaBMaTU3aLLito, COLaNbHY CTUrMaTU3aLito, 3a-
rpo3y 6e3newi AUTUHU Ta ii POAUHU, YHEMOXIUBUTU HAAAHHS CBiAYEHDb Y CYAi Ta NOPYLINTH
NpaBo OUTUHM HA 30epeXXeHHs IAEeHTUYHOCTI.

3 ornsiAy Ha CKNAAHICTb | YYTAMBICTb UMX NPOLECIB, AJOKYMEHTYBAHHS 3/104MHIB NPOTH
LiTeln Ta 3a6e3neveHHs IXHbOro 3aXMCTy HEe MOXYTb 3[iMCHIOBATMCS i30/1b0BaHO. Le notpe-
Bye CKOOPANMHOBAHOT MXKBIZLOMYOT B3aEMOAIT Ta AOTPUMAHHA EAUHUX CTAaHOAPTIB BIANOBIA-
HO A0 HOPM MiXKHapOAHOro NpaBa Ta 3aKOHOAABCTBA YKpaiHM y chepi OXOPOHU AUTUHCTBA.

Llen mMeToaMYHMI MOCIOHMK CTBOPEHMIA 3 METOK HAAaHHS peKkoMeHApauin daxis-
UaM Ta GaxiBUMHAM pi3HUX rany3en, 3any4eHnx 4o poboTtu 3 AiTbMu, Ki NOCTpaxaanu Big,
36poviHoi arpecii Pociicokoi ®epepauii npotn YkpaiHw.

LinaMu nocibHuka €:

1. 3abe3neyeHHs po3yMiHHSI NPAaBOBUX OCHOB KOHDIAEHUiIMHOCTI AUTUHU Y KPUMI-
HaNbHMX NPOBAMXKEHHSIX NPO BOEHHI 3/I04YMHM 3TiAHO 3 YMHHMM 3aKOHOAABCTBOM YKpaiHU
Ta MiXKHAapOAHUMU CTaHAAPTaMMU.

2. HapaHHS npakTUYHUX anropuTMIB BUSIBAEHHS, dikcauii Ta Bepudikauii iHpopma-
uii 3 Bigkputux pxepen (OSINT) ong uinei KpUMiHaNbHOMO CYAOUYMHCTBA.

7 https://rchr.org.ua/publications/mks-vydav-ordery-na-aresht-volodymyra-putina-ta-mariyi-
lvovoyi-byelovoyi
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3. 3anobiraHHa TMNOBMM MOMMAKAM, WO NPM3BOAATb A0 BTpaTu A0OKa3iB abo nopy-
WEeHHSA KOHDIAEHLIMHOCTI AUTUHM.

4. BcTaHOBNEHHS paMKku edheKTUBHOI MiXKBIiAOMYOT B3aEMOAIT MiX yCiMa cybekTamu,
3a/ly4eHUMM A0 PO3CNiLYBaHHA Ta LOKYMEHTYBAHHS.

LUinboBa ayauTopis

MocibHUK po3pobneHo ansa daxiBuiB Ta GaxiBUMHb — NpeacTaBHUKIB CYyOEKTIB BMSB-
NeHH$ Ta/abo opraHisauii couianbHOro 3axmCTy Aiten, aki nepedyBatoTb Y CKNAAHUX KUTTE-
BMX 06CTaBMHAX, 30KpeMa:

- HauioHanbHOI noniuii Ta iHWKWMX NpaBOOXOPOHHMX OPraHiB;

- OpraHiB npokypatypu (3okpema, Odicy [eHepanbHOro npokypopa);

— OpraHiB OMiKM Ta COLiaNbHOrO 3aXMUCTy;

- 3aKNafiB OXOPOHM 3400pOB4 Ta CyA0BO-MeAUYHOT EKCNepTU3H;

- MCMXOJIOTIYHOT Ta MCMXOTEPaNneBTUYHOI 4ONOMOTK;

- OpraHisauin, Wwo 3aMMalTbCs JOKYMEHTYBAHHSAM BOEHHUX 3/M104MHIB (OpraHi3auin
rPOMaASHCbKOrO CyCMiibCTBA Ta MiXKHAPOAHMX CTPYKTYP).

Ak KopucTyBaTUCA NOCIGHMKOM

MoCiBHUK CTPYKTYpOBaAHO Yy ABA OCHOBHI 610K, LLLO MiCTSTb PO34inn Ta NiaApo34inu:

- Bbnok | npuceayeHo KOHDIAEHUIMHOCTI y cnpaBax Woao 3n104mHiB Pocincbkoi Me-
Aepauii npoTtu aitew;

- bnok Il - OSINT-meTog0n0rii Ta MiXBiAOMYIN B3aEMOLII.

Po3ginu MicTaTb TEOpETUYHY YaCTUHY, NPaKTUYHI peKOMeHAaLii, peanbHi abo TMNoBI
npuknaam (i3 3Heocob1eHUMU JAHUMM), @ TAKOXK NOCUNAHHS HA HOPMATUBHO-NPABOBY 6a3y
Ta NOCMNAHHSA HA HOPMATUBHI LLOKYMEHTW.

OCHOBHI NpUHLUMNK pO60TH 3 NOCTPAXKAANMMM AiTbMU NOBUHHI IPYHTYBATUCH HA YO-
TUPbOX HEPO3PUBHO MOB'A3aHUX NPUHLMMNAX:

Halikpawi iHmepecu OumuHuU — B YCiX pilUEHHAX, WO CTOCYHTbCA AUTUHM, TT HAMKPaLL
iHTEpEeCK € NepLIOYEepProBMM 3aBAAHHAM. )KOAHI OOKA3M HE € BaXIUBIWKMMM 3a Be3neky Ta
[o6pobyT AUTUHM.

KoHpioeHuiliHicms — NnepCoOHaNbHI AaHi NOCTpaXAanux AiTen Ta AiTen-CBigKiB 0XOpo-
HAOTbCA BiA, HECAHKLIIOHOBAHOMO PO3roNoLWeEHHS HA BCiX eTanax NpoBaaXXeHHS.

Minimizayis wkoou — 6yab-5iKa B3AaEMOAIS 3 UTUHOK Ta Oyab-siKe NOBOAXKEHHS 3 Ma-
Tepianamu Npo Hei Ma€ 34iMCHI0BATMCS TaKMM YMHOM, W06 MiHIMi3yBaTW A0AATKOBY LWIKOAY
AVUTUHI (peTpaBmaTtusauito, pusmku besnekm).

Lonycmumicme dokazie — yci Aii 3 NOTEHUiMHMMM [OKA3aMM MaloTb 34iMCHIOBATMCS
BiANOBIAHO 40 BMMOI NpOLECyasbHOMO 3aKOHOAABCTBA YKpaiHu, Lo 3abe3neyye ix BU3HAH-
HS CY4OM.

lNcuxonoziyHa 6e3neka — KOXKHe pilleHHS NPO B3AEMOAI0 3 AUTUHO, MOBOAKEHHS 3
MaTepianamu npo Hei abo KoopAMHaLIA MixX PaxiBusMu Ta GaxiBUMHAMM MAE NPUIAMATUCS
3 YpaxyBaHHSM NCUXONOTIYHOIO CTaHY AUTUHM Ta NOTEHLIAHOTO NCUXONOTIYHOMO BMNIMBY Ha
Hei He fiMLe y KOPOTKO, a M Y LOBrOCTPOKOBIN NepCrneKkTUBI.
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Baxnuso!

Uudposoto iHpopmauie (LnbpoBUMM AOKA3aMM), LLLO MOXKE CBIAYMUTU NPO NpUYET-
HICTb TIET UM iHLWOT 0COOM [0 BUMHEHOTO 3/104MHY, MOXKYTb OYTH BiLOMOCTI, OTPUMaHI Bif, pi3-
HWX NPUCTPOIB, SIKi NHOANHA BUKOPUCTOBYE Y MOBCAKAEHHOMY XMUTTi, 30KpeMa Bif: MObOiNbHO-
ro TenedoHa, HoyToyKa, nnaHweTa, bopToBOro KOMM'toTepa aBTOMOOINS Ta HaBiraTopa ToOLLO.

MdoTorpadii, AOKYMeHTH, ayaio Ta Biaeo (arnnun, CTBOPEHi 338 4ONOMOroH 3a3Ha4YEHMX
eNeKTPOHHMX MPUCTPOIB, MaOTb LMPPOBY HOPMY i MOXYTb 36€piraTucs SK Ha MaLUMHHUX
HoCigax iHhopMauii (KOpCTKMUX auckax, paew-namMaTi i T.n.), Tak i, BUKOPUCTOBYHOUYM TPaH-
CNOPTHI TENIEKOMYHIKaLiMHI Mepexi, MUTTEBO MOXYTb ByTV nepenaHi B rnobanbHy Mepexy
IHTepHeT, abo 36epexeHi B «kXMapHMX» CXOBMLLAX. BCi ui BiaoMocCTi — ayxepeno npouecyasnb-
HO 3HaYYLWMX AAHUX SIS KPUMIHANBHOMO NPOBAAXKEHHS.

HenpasuibHe NOBOAXKEHHS 3 LMPPOBUMM MaTepianaMmn MOXe Ha3aBXAWU 3HULLUTU
IXHI0 BOKa30BY UiHHiCcTb. locnioxkeHHs Berkeley Protocol (2022) nokyMeHTY€E YUCNEHHI BU-
NaaKu, KoM CaMi «pATYBaNIbHUKM/LLI» 0OKA3IB 3HULLYBANK iX CBOIMU OiSIMMA.

He 003BONSETLCS Nepernanati, 3aBaHTaXKyBaTH Ta NOLWMPHOBATU NOTEHL,iMHI A0Ka3u
[0 3abe3neyeHHs ix HanexHoi dikcauii.

BignosiganbHicTb Ang nocagoBmx ocCib 32 HEBMKOHAHHS ab0 HEHaNeXXHe BUKOHAHHS
npodecinHnx un cnyk6oBux 060B3KIB Y BiAHOLWEHHI 4O OXOPOHM XMUTTS Ta 340POB HEMo-
BHOMITHIX BHACNifoK Heab6anoro abo HeCYyMAIHHOMO A0 HMX CTaBNEHHS, MOXe HAcTaBaTK 3a
cT. 137 KK YkpaiHn «HeHanexxHe BMKOHAHHS 0O0BA3KIB LLOAO OXOPOHM XUTTS Ta 340POB™S
[iTer» y NOEAHAHHI i3 3aralbHUMM HOPMAMM MPO 3/104MHU NPOTU XUTTA Ta 340POB 0COOMU.
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BJIOK |
KOHOIAEHUIMHICTb Y CMPABAX
NPO 3N104YNHM NPOTU OITEN:
FOPUANYHNIA TA NCUXONOTIYHUIN ACMIEKTU

PO34IJ1 1. KpuMiHaneHi 3104MHM NPOTH
AiTen Yy KOHTEKCTI 36pOoMHOI arpecii
Pocincokoi @enepauii npotn YKpaiHu
Ta IX BMJIMB HA MCUXIKY OUTUHMU

1.1. 3aranbHa xapakrepucTuka

BianosigHo po knacmoikauii OOH Wwoao wectr TAHKKMX NopyLleHb CTOCOBHO AiTeN y
36poiHMX KOHPNiKTax®, KNIOYOBUMMK KATEropisMu €:

- BOMBCTBA Ta KaniuTea;

- BepOyBaHHS Ta BUKOPUCTAHHS AiTel y 30pOnHUX GOPMYBAHHAX;

- CeKCyanbHe HACUNbCTBO;

- BUKPAAEHHS;

- HanagM Ha WKOMM Ta NiKapHi;

- BiAMOBA Yy ryMaHiTapHOMY A0CTYni.

[na uinen KpMMiHaNbHOrO NPOBaAXKEHHS B YKpaiHi WwWopao0 3n04mHiB Pocincbkoi Pe-
Aepauii nig vac ii noBHOMacwWTabHOro BTOPrHeHHS (y TOMY YMC/Ti CTOCOBHO AiTeM) Ui KaTero-
piil KOHKPETU3YTbCS Y BiANOBIAHMX CTAaTTAX KpUMiHANbHOIo KOAEKCY, pPO3MNSHYTUX HUXKYE.

Baxxnuso!

Cratta 77 dopaTtkoBoro npotokony | Ao XXeHeBcbkunx KOHBeHLiM (1977)° 3abopoHse
BMKOPUCTaHHSA Aiten y 36ponHnx KoHbnikTax Ta 30608493ye 3abesneuntu iMm ocobaunsumi
3aXMCT.

KoHBeHLiss OOH npo npaea antuHu (1989)Y°, patndikosaHa YkpaiHoto y 1991 p., 1t
y CT. 38 3aKkpinitoe 3000B93aHHS AepXXaB NOBAXATU HOPMU MIXKHAPOAHOrO ryMaHIiTapHOro
npaB.a, 9Ki cTocytoTbes Aiten. Pumcbknin ctatyt MKC KpuMiHanisye 3104nHM NpOTU AiTen Yy
KOHTEKCTI 30pOMHOro KOHMNIKTY SIK BOEHHI 3104YMHM Ta 3/104MHU NPOTU NHOAAHOCTI.

& https://childrenandarmedconflict.un.org/ru/six-grave-violations
° https://zakon.rada.gov.ua/laws/show/995 199#Text

10 https://www.unicef.org/ukraine/uk/convention

11 https://zakon.rada.gov.ua/laws/show/789-12#Text
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McuxonoriuHnin acnekT:

3rigHo 3 «JloCniaHMubKMMK AiarHOCTUYHMMKM KpuTepiamu» MKX-10-CM (BOO3,
1992)12, roctpa peakuis Ha cTpec (fani - MPC) - TMMYacoBMIM po3nag, WO pO3BMBAETLCS Y
ntogmHn 6e3 6yab-aKMX iHWKUX NPOSBIB NCUXIYHMX PO3Na4iB Y BiAMNOBIAb HA HE3BMYAMHUI
di3nyHMIM ab0 NCUXIYHUI CTpeC | 3a3BMYAN 3HMKAE Yepes Kinbka roamH, AHIB ab0 TUXKHIB;
3a MKX-11 (BOO3, 2018), roctpa peakLis Ha CTpeC BBAXXAETbCS HOPMANIbHOIO PeaKLIE Ha
QHOMAIbHI XXMTTEBI 0BCTAaBUHM.

MNTCP BM3HAua€eTbCs 9K BIiACTpOYEHA ab0 3aTSHXKHA peakL,isi HA CTPeCoreHHy Noaito um
CUTYaLit0 BUHATKOBO 3arpo3MBoro abo KatactpodivyHOro xapakrepy, ki MOXyTb 3yMOBUTU
AMCTpec Maixe y Byab-aKoi NOAUHM.

PC1a MTCP - cTaHM ncmxiku, aKi MaroTb HACTYMNHI 6a30Bi CMMATOMMU:

- MOBTOPHE NepeXMBaHHSA TPAaBMATUYHOI MOAIT B TeNepillHbOMY Yaci, KOAU Noaia He
MPOCTO 3rafyeThCs, @ NEPEXMBAETLCA K TAKa, O BiAOYBAETLCS 3HOBY TYT i 3apa3;

- CBiJOME YHUKHEHHS HaraayBaHb, IKi MOXYTb NPU3BECTU A0 NOBTOPHOMO Mepexu-
BaHHS TPaBMaTUYHOI nogii (noain);

- CTiMKe Big4yTTa MiABMLLEHOT MOTOYHOI 3arpo3u, HANPUKIAZ, Npo WO CBiAYMTb MiaBu-
LLEeHa NUIbHICTb ab0 NoCKIeHa peakLisi 3APUraHHA Ha TaKi NOAPA3HUKM, IK HECMOAIBAHI 3BYKM.

locTpa peakuis Ha cTpec — TPaH3MTOPHUI CTaH, LWLO PO3BMBAETHLCA Y Bif-
MoOBiAb HA BMKITKOYHWMI CTpecop, WO BKIOYAE CEpMO3HY 3arpo3y besneui abo
di3nyHin uinicHocTi ocobu abo 6aM3bKMX (Hanpuknaa, 6oMoBi Aii, 3N0YNHHUN
Hanag, npupoaHa katactpoda). CUMNTOMM BBAXKAKTbCS B MEXAX HOPMATUBHOIO
[iana3oHy peakuin 3 Ornsay Ha Hag3BMYAMHY TSXKKICTb CTpecopa Ta 3a3BMuYal
MMWHAKOTb CAaMOCTIMHO NPOTArOM KiflbKOX roauH (4o 3-x aib).

lfocTpuit ctpecosuii posnag (FTCP) - aiarHoctuyHa kateropis DSM-5, wo
OMMCYE KJTIHIYHO 3HAYYLLi CMMMNTOMMU, SIKi BUHMKAKOTb Big, 3 A4i6 A0 0gHOro mics-
ua nicns BAMBY TpaBMATUYHOI nogii (paktmuHa abo 3arposa cmepTi, cepiosHe
NOPAHEHHS, CeKCyaNibHe HAaCUIbCTBO). BkNOYae CMMNTOMMU: iIHTPY3ii, HEraTUBHUM
HaCTpin, ancouialisi, yHUKHEHHS, 30ymkeHicTb. CNPUYMHSIE 3HAYHE MOpYLIEHHS
OYHKLIOHYBAHHS NOANHM.

MocTTpaBmaTnuHuii ctpecosuin posnapg, (MTCP) - po3nag, wo Moxe pos-
BMHYTUCS NiCNs BNAMBY MOAIT HAA3BMYAMHO 3arpo3aMBOro abo axamMBoro xa-
pakTepy. XapakTepu3yeTbCS TPbOMA KnactepamMu CMMMTOMIB:

(1) noBTOpHE nepexuBaHHA TPaBMAaTWYHOI MNofii y Gopmi fCKpaBuX
HaB S3IMBMX CNoragis, GnewbekiB abo KoOWMapiB;

(2) yHMKaHHS [YMOK, CNOraais, Ntoaen, Micub abo cuTyauin, Wwo HaraayTb
npo TpaBMmy;

(3) cTifke BiAYYTTS NOTOYHOI 3arpo3u, WO BUABNSETLCS Y FiNepnuAbHOCTI
abo nocuneHin peakuii nepensiky.

CMMNTOMM MalOTb TPUBATHM LLLOHAMMEHLUE KiNlbKa TWXKHIB Ta CIPUUYUHATH
3HayHe dyHKLiOHaNbHE NOPYLIEHHS.

12 «[NocnipHuubki giarHoctuuHi kputepii» (AJK) MKX-10 (anrn. Diagnostic Criteria for Research) -
ue cneuianizoBaHa Bepcis knacudikatopa BOO3 1992 poky, cTBOpeHa A/19 CTaHAapTM3aLii HayKOBKUX
pocnigxeHb. BoHW Bigpi3HAOTLCS Bif KNIHIYHMX HACTAHOB BMLLOK XXOPCTKICTIO, BUMArakwum TOYHOI
KiJIbKOCTi CMUMNTOMIB Ta TPMBANOCTI 419 MOCTAHOBKM AiarHo3y: https://www.autism-mmc.com.ua/types-
and-causes-of-autism/diagnostic-criteria-for-asd-on-dsm-iv-and-icd-10/.
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Komnnekchuit MTCP (kMTCP) - po3nag, wo Moxe pO3BUMHYTUCS Nicns
BNAMBY TpUBanMx abo NMOBTOPHOBAHMX MO HAA3BMYAMHO 3arpo3nnBoro abo
XaXMBOr0 XapakTepy, 3 IKUX BaXKO abo HEMOX/IMBO BUWTKU (Hanpuknag, ka-
TYBaHHS, reHouMA, CekCyanbHa ekcnnyartalis, TpMBane LOMALIHE HACUBLCTBO,
NOBTOPOBaHE cekcyanbHe abo di3nyHe HaCMNbCTBO B AUTUHCTBI). BUKOHYHOTBCS
BCi AiarHoctnuHi kputepii MTCP. [JlogaTKoBO XapakTepu3yeTbCs CTiMKMMM Ta BU-
PaXEHUMU:

(1) nopyweHHsMK perynsuii adekTy;

(2) nepekoHaHHsAMM Npo cebe 9K NpuMeHLeHy abo HikyeMHy 0coby, Lo
CyNpOBOAXKYIOTbCS MOYYTTAMU COPOMY, MPOBUHM abo HeBAaui;

(3) TpyoHOLWAMK Y NiIATPUMAHHI CTOCYHKIB i BiAUYYTTi 6/1M3bKOCTi 3 iHLWMMM.

CnpuumnHsEe 3HaYHe QYHKLIOHANbHE MOpPYLUEHHS.

OcHoBHa BigMiHHicTb Mix PC i MNTCP B8 MKX-10-CM, DSM-V 1a MKX-11 - ue TpuBa-
NiCTb YaCOBOrO MPOMIXKY, LLLO MUHYB 3 MOMEHTY TPAaBMaTUYHOI NOAIT. (YHiikosaHul KiHIY-
HUU NpomoKos nepsuHHOI ma cneuianizogeaHoi medu4yHoi donomozu (YKIML) «flocmpa peak-
uig Ha cmpec. llocmmpasmamuyHuli cmpecosuli po3nao. lopyweHHs adanmauiis).?

Baxnueo!

B3aemopig 3 AUTUHOI-CBIAKOM UM NOCTPAXAAN0 AUTUHOK B nepui 48 rogMH Mae
NPOBOAMTUCH BUK/IIOYHO B paMKaxX HAaAAHHSA AMTWUHI MepLioi NCMXONOriYHOI Ta NoganbLoi
MeANYHOI JOMOMOrHK.

OCKiNlbKM NCUXONOTIYHMI CTaH AUTUHU HAMBinbL HecTabiNbHMIA Yepe3 rocTpy peak-
Lit0 Ha cTpec, HekBanihikoBaHi PO3MNUTYBAHHSA MOXYTb OAHOYACHO 3pYMHYBATWU [OKA30BY
6a3y Ta NornMbUTU TPaBMy.

1.2. Knacudikauis 3n04mnHiB, 0c06aMBOCTI
iX AOKYMEHTYBAaHHS Ta PO3C/iAyBaHHS

1.2.1. Bo€HHi 3104MHU: 3arnbenb Ta NOPAHEHHS AiTen

KprMiHanbHO-NpaBoBOK OCHOBOK PO3C/NiAYyBaHHS BOEHHWX 3104MHIB POCiMCbKOT
Mdepnepauii B YKkpaiHi € cT. 438 «BOEHHI 3104MHU» (B YACTMHI HE3AKOHHOIO MEepeMilleHHs
abo pgenoprauii AMTUHWM, HEBUNPABAAHOI 3aTPUMKKM penaTpiauii AMTuHM, BepbyBaHHs abo
BMKOPUCTAHHS AUTUHU NS y4acTi y 36poMHOMY KOHDNIKTI, BOEHHMX (BOMOBMX) AigX), CT. 442
«leHoumnay, cT. 149 KpuMiHanbHoro Kogekcy YkpaiHu «Toprisns niogbMu abo iHwa Hesa-
KOHHa yroga LWOAO0 NAMHUY» Ta CT. 442-1 «3n04mMHM NpoOTH NOASAHOCTI» KpuMiHanbHOro
kopekcy (mani — KK) Ykpainu4,

13 https://moz.gov.ua/storage/uploads/ec4ae01d-d0d3-4c0a-bf92-3cefbef633be/dn_1265 1907
2024 _dod.pdf
4 https://zakon.rada.gov.ua/laws/show/2341-14#Text
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Hanagn Ha uMBiNbHI OOEKTM — LWIKOMM, TiIKAPHI, AUTAYI CAAKK, AUTaYi ByAMHKK, Micus
MaCcoBOro nepebyBaHHs AiTen — € IBHMM NopylweHHaM cT. 52 [logatkosoro npotokony | fo
YKeHeBCbKMX KOHBEHLIM® Ta T. 8(2)(b)(ii) PuMcbkoro ctaTyTy MixkHapoLHOro KpMMiHaNnbHO-
ro cyay (mani - MKQC)?e,

0cobnmMBOCTAMM AOKYMEHTYBAHHS LUMX 3/104MHIB €:

- HeobOXiAHICTb BCTAHOBAEHHS QAKTY LMBIIbHOrO CTaTyCy 06€EKTY HA MOMEHT aTakMu;

- [LOBEAEHHS 3HAHHA ab0 yMUCNY WOA0 LMBIIBHOrO XapakTepy uifi Hanagy;

— LOKYMEHTYBAHHS NOCTPAXAANUX Cepen, AiTel, OTPUMAHHSA MEeAUYHUX BUCHOBKIB;

- cynyTHe 36upaHHa OSINT-gokasiB (CynyTHMKOBI 3HIMKM, Bigeo 3 Micusa noaii,
nybnikauii y couMepexax, oQiuinHi 3asasm).

Mpuknap,

Y [LOKyMEHTOBAaHOMY BMMNAaAKy OOCTpiny wkonu B XapKiBCbKin 0bnacTi
(2022) kpuTuHUMKM ona ookasyBaHHA ctanu: (1) apxiBHi 3HiMKM Google Maps,
WO NiATBEPOXYHOTb UMBINbHUI XapakTep 00€eKTy; (2) Biaeo3anmcu o4eBmaLIB Y
Telegram-kaHanax, 3adikcoBaHi 3 MetagaHumu; (3) 3BiT ObCE 3 reonokaui€to
NO3uLiK, 3BiAKM BENOCS BOrOHb; (4) CBiAYEHHS BUMUTENIB Ta AiTel, OTPUMaHI 3
AOTPUMAHHSAM NPUHLMMNY MiHIMaNbHUX iHTEPB'H0.

HeHanexHe nogodweHHs 3 yugposumu mamepianamu y nepuwi 48 200uH Moeno 6 3Hu-
wumu 0oKa3osy YiHHICMs 8ideo3anucis.

1.2.2. 3n0unHu NnpoTn cBO60AU: BUKPALAEHHS
Ta He3aKOHHe No36aBneHHs BoNi

BukpaneHHs ykpaiHcbkux aitert Pocivicbkoo Denepauieto BiabyBaEeTbCS Y KiNbKOX
dbopmax: 3axonaeHHs nig vyac GinbTpauiiHux npoueayp; BiLOKpeMneHHs Bif 6aTbkiB abo
ONiKyHiB/OK; «eBakyauis» 6e3 3roam 6aTbkiB abo NpaBoBMX NpeaCcTaBHUKIB/Lb; YTPUMAHHS
y dinbrpauinHux Tabopax abo Ha OKYynoBaHMX TepUTOpIsX.

Lle BigbyBaEeTbCa 3 METO 3MiHM YCBIAOMEHHS AiTbMM BAACHOI HALIOHANBHOI iAeH-
TUYHOCTI Ta NPUHANEXHOCTI, a MifliTapM3aLis OCBITV 11 AO3BINNS CNIPSIMOBAHA HA NoJasblue BU-
KOPUCTaHHA 3MiHW HALLOHANbHOI CBIAOMOCTI AiTEN AN NepeTBOPEHHs iX He TiNbKW Ha npea-
CTaBHMKIB IHLWOI HALLIOHANbHOI rpynu, ane n Ha OAMHULI 36POMHUX CUN AepXKaBU-arpecopa,
33a0X0YEHHS A0 (i3MYHOr0 3HMLLEHHS NPeaCTaBHMKIB IXHbOT BNACHOI HALLiOHANbHOI rpynu.

1.2.3. lenoprauia Ta npuMycoBe nepeMillleHHs AiTei

KpuMiHanbHO-npaBoBa ocHoBa: €T. 438 KK Ykpainu, ct. 8(2)(a)(vii) Pumcbkoro cratyty
MKGC, cT. 49 XeHeBcbKkoi KOHBeHL,iT VY.

[enopTtauis giter € 04HMM i3 HaMBINbW 33a40KYMEHTOBAHMX 3/I04MHIB MOBHOMACLL-
TabHOro BTOprHeHHs. BoHa 3pinicHOBanaca y aekinbkox ¢opmax, 30Kpema: npuMMycoBa
«eBaKyaLis» 3 OKyNnoBaHUX TepUTOPii Ta 30H OOMOBUX AiN; BUBE3EHHS AiTeN-CUPIT Ta Ai-
Ten, no3baBneHnMx H6aTbKiBCbKOro MiKAYBaHHS, 3 IHCTUTYLIMHMX 3aKNafiB; OpraHisauis Tak

15 https://zakon.rada.gov.ua/laws/show/995 199#Text
16 https://zakon.rada.gov.ua/laws/show/995 588#Text
17" https;//zakon.rada.gov.ua/laws/show/995 154#Text
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3BaHMX «0340pOBYMX TabOpiB» ab0 «KaHiKyN», WO hAKTUYHO NEPETBOPUINCS HA MEXAHI3M
TPUBANoOro abo NOCTiIMHOMO YTPMMaHHS; Nepenaya AiTen 40 NPUAOMHUX CiMel abo yCTaHoB
Ha TepuTtopii Pocii Ta binopyci.

Kntouosumu mxkepenamm OSINT pns BOKYMEHTYBAHHS UMX 3/104MHIB €:

- nybniyHi 3a98M BULLOrO NOMITUYHOrO KEpPiBHMLTBA, 30KpeMa LWoA0 Nporpam «3a-
XUCTY» OiTew;

- nybnikauii y couianbHUX Mepexax 0cib, ki npuiiMaloTb abo onikyTbCs AenopTo-
BaHUMMU AiTbMMU;

- oiuinHi Ta HeOMILINHI caiTn CNyXO YCMHOBNEHHS;

- MaTepianu poCinCbKMx 3aco6iB MacoBOi iHPOPMALLii; @ TaKOX PEECTpU AiTeNn, Lo
BeOYTbCA TakMMK opraHizauiamu, sk TRACE Ukraine Ta MixkHapoaHuin KomiTeT YepBOHOroO
Xpecta.

1.2.4. Topriens AiTbMU, HE3aKOHHE YCMHOBJ/IEHHS
Ta iHWi popMu ekcnnyaTauii

OpHMMM 3 OCHOBHMX DOPM eKcnnyaTauii Aiten, aKi NOCTpaXkaanu Big Toprisni Noab-
MU, WO BMKOpUcToBYE Pociricbka Mepepauis, €:

- yCi popMM ceKkcyanbHOI ekcnayaTauii;

— BUKOPUCTaHHS B NOpHOBIi3Heci;

— HE3aKOHHEe YCUHOBMEHHS (YAOUYEPiHHS);

— BUKOPUCTAHHS Y 30pOMHUX KOHPAIKTAX Ta iHWi HOpMM TOPriBAi AiTbMU.

[pakTMKM BMKpPafEeHHS | He3aKOHHOI nepefavi YKpaiHCbKMX AiTel Ta iX BUKOPU-
CTaHHS (30KpeMa B 3a3HaYeHMX 3/104MHAX) HABYNM CUCTEMHOrO XapakTepy M OXOMIKKTb
LWMPOKUIA CNEKTP A, CNPSAMOBAHMX, 30KPEMA, Ha 3MiHY iXHbOrO MPaBOBOro Ta 0CobMCToro
CTaTyCy, 30KpeMa, 3MiHy 0COOUCTUX AaHUX LiTeN, MPUCBOEHHS iM HOBMX IMEH Ta Mpi3BULL,
HabyTTa HMMM POCIMCbKOro rPOMAASIHCTBA, @ TAaKOX nepepavy A0 NPUAOMHKUX Cimen bes
[OTPUMAHHS HOPM MiXXHapOAHOro npasa.

[IOKYMEHTYBaHHS LUMX 3/104MHIB € OCOBMMBO CKNAQHUM 4yepes: 3MiHY iaeHTUdIKaLiNn-
HUX OAHUX OUTUHW; BIACYTHICTb AOCTYNY A0 iHDOpMaLLi HA OKYNOBaHUX TepUTOPISX; CKNAOHICTb
BCTAHOB/IEHHS MEPBMHHOIO CTAaTyCy AUTUHM (30KPEMA, HAasIBHOCTi BaTbKiB Ta pOAUHHMX 3BA3KiB).

Hap3BnyaHO BaXnMBOK € chiBnpaus 3 6a3aMu AaHUX 3 NOLWWYKY AiTei, 30Kpema 3
nnathopmoto «IMTUHA BpsSTOBaHa», @ TAKOX i3 peectpamun YepeoHoro Xpecta Ta MixHa-
POAHOI CNYXKOM pO3LUYKY, OCKIIbKM Lii pecypcu akyMyntoTb | BepudikytoTb AaHi NPO 3HM-
KAnX, 4enopTtoBaHux abo eBakymoBaHUX 0cCib, 0cobnmMBo B yMOBax BilMHUM. Taka chiBnpaus
[LO3BONSE:

- YHUKHYTH xaocy: LleHTpanizoBaHuit 06MiH iHpopmMauieto 3anobirae aybntoBaHH0O
3YCUIb Pi3HUMU BONOHTEPCBKUMU YK AEePXKABHUMM FPYNaMM Ta MiHIMI3yE pU3MK MOLLUMPEH-
Ha deliKiB.

- lBMAaKui nowyk 36iriB: ABTOMaTM30BaHi cMCTEMM Ta NpodeCiiMHi NOWYKOBiI an-
FOPUTMM 30aTHI WBMAKO 3iCTaBUTU AaHi (doTorpadii, 06CTaBUHU 3HUKHEHHS, NPUKMETH) 3
Pi3HUX DXKepen.

- 3axuct npaB aiten: baza «[uTMHA BpATOBaHa» KOOPAMHYE 3YCUNNA AEPXKaBHUX
OpraHiB AN po3LWyKy AiTen Ta 4OKYMEHTYBAHHS 3104MHIB, MOBA3aHMX i3 X AenopTaLli€to.

- MixkHapoaHuit MacwTab: MixkHapoaHa cnykba nowyky Ta YepBoHuMI XpecT MaloTb
pO3ranyxeHy Mepexy 3a Mexamu YKpaiHu, o KPUTUUHO BAXKIUBO 419 NOLIYKY NH0AEN, TKMX
NMpMMYCOBO BMBE3/N 32 KOPLOH.
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1.2.5. CekcyanbHe HacUNbLCTBO CTOCOBHO AiTei, NOBA3aHe
i3 36poiiHoto arpecieto Pociicbkoi Mepepauii npotn YkpaiHu

Baxnueo!

BignosigHo no 3Y «[po npaBoBMIA i couianbHMI 3aXMCT 0Ci6, NOCTpaxaanmx Big,
CeKCyanbHOro HaCMNbCTBA, MOBM3aHOr0 i3 36poriHot0 arpecieto Pocincbkoi Menepauii npo-
™™ YKpaiHW, Ta HafaHHS iM HeBIAKNALHMX MPOMIXHMX penapauin»'® cekcyanbHe Hacub-
CTBO, NOB'A3aHe i3 36porHoto arpecieto Pociricbkoi Mepepadii npotn YKpaiHu, — cekcyanbHe
HaCMNbCTBO, CKOEHE MPOTU Byab-gKOi 0cobM y 3BA3KY i3 30poiiHOK arpecieto PociicbKoi
Mepnepauii npotn Ykpainn noumHatoum 3 20 notoro 2014 poky, BKIKOYAKUM 3r'BANTYBAH-
HS, MPUMYCOBY BariTHICTb, MPMMYCOBY CTEPUIi3aLito, MPUMYCOBMI aboPT, NPUMYLLYBAHHS
L0 3aUHATTS NPOCTUTYLIEID, CEKCYanbHYy eKCnayaTauito, NPUMYLLIYBAHHA A0 CTaTeBOro akTy
3 TpeTbOK 0C06010, MPMMYLLIYBAHHS A0 CNOMSAAHHS CTAaTEBOrO aKTy, CeKCyanbHe pabcTso,
TOPriBAKO NIIOAbMM 3 METOK CeKCYaNnbHOI ekcnnyaTauii, npuMycoBe 00pi3aHHS, NpUMyCoBY
KaCTpaLito, KaniutBo abo BUMHEHHS HACUNIbHULbKMUX LM Haf, CTaTeBMMM OpraHamu, npumy-
COBE OroJIEHHS CeKCYanbHOro XxapakTepy, byab-sKy iHWy dopMy CEKCyanbHOro HaCUNbCTBA,
a TaKOX MOrpo3u Ta Cnpobu MOro BUMHEHHSI.

KprMiHanbHO-NpaBoBa OCHOBA: CeKCyasibHE HACWUIILCTBO LLOAO AITeM OXOMNHETHCS
MOHATTAM «MOPYLIEHHSN 3aKOHIB | 3BUYaAiB BiliHU» | MOXe ByTU KBanidikoBaHo 3a cT. 438 KK
YKkpaiHu 3 060B'I3KOBUM ypaxyBaHHSIM NOJIOXKEHb MiXXKHAPOAHOIO ryMaHiTapHOro npaea, y
T.u. cT. 8(2)(b)(xxii) Ta cT. 7(1)(g) Pumcbkoro cratyty MKC.

Baxxnuso!

B yMoBax BiliHM NoLWMpeHi pi3Hi GOpMM CEKCYanbHOro HaCMNbCTBA | BOHU He 0bMe-
XKYHOTbCS TiIbKM 3rBANTYBAHHSAM.

Tak, y MixxHapoaHoMy npoTokoni'® 3a3Ha4YatoTbCs HACTYMHI HAMMOLWMPEHiLWi popmMu
CEKCYanbHOro HaCMNbCTBA, NEPENiK SKUX HE € BMUYEPMHWUM: 3rBANTYBaHHS, 30KpeMa Bari-
HasibHe Ta aHasbHe NPOHMKHEHHS YaCTMHOLO Tifla abo 06€EKTOM, abo OpanbHe NMPOHUKHEH-
HS CTaTEBMM OPraHOM §IK MOPYLIHMKA, TaK i XXepTBK; NOrpo3u Ta cnpobu byab-skoi dopmu
3rBaNTyBaHHSA ab0 MOrpo3u Ta cNpobu iHWKMX CeKCyanbHUX HanagiB; KaniuTBo XiHOUYMX re-
HiTaniM, 30Kpema KaniuTeo Nixsu,CTaTeBUX ryd, KNiTopa, KaniuTBo rpyaen Ta COCKiB, KaniuTBo
ab0 BiACIKAHHA YONOBIYMX reHiTanin, abo iHWIi TMNW HAaCMNBLCTBA NPOTU CTAaTEBUX OPraHiB;
cekcyanbHe pabCTBo, 30KpeMa WobHe pabcTBo abo nNo3awwntobHe CRiBXUTTS; CeKCyanbHe
KaTyBaHH$,30KpeMa YPaXKEHHS reHiTasni eNekTpMYHnM CTpyMOM abo CTUCKaHHS COCKiB,abo
NpMMYC OMBUTUCA HA CEKCyabHY HApYry Hag NapTHEPOM YW AUTMHOK; MPUMYCOBA MPOCTU-
TyLisl; NPMMYCOBA BariTHICTb; NPMMYCOBA CTepMAi3aLiga Ta NpUMyCoBui abopT; NnpMMycoBe
OrONIEHHHS TOLLO.

KntouoBuMM BUKAMKAMKM Y poBOTi 3i cnpaBaMu CEKCyaNbHOrO HAacUAbCTBA, NOBA3a-
Horo 3i 36poiiHoto arpecieto Pociricbkoi Mepepauii npot Ykpainu (gani — CHIK) ctocoBHO
niTen, €:

- MiHiMi3aLis KiIbKOCTi iHTEPB'l0 Ta AOMUTIB — CTAHAAPT O4HOTO iHTEPB'HO;

8 https://zakon.rada.gov.ua/laws/show/4067-20#Text
1% https://nmc-vfpo.gov.ua/wp-content/uploads/2022/05/mizhnarodnyj-protokol-iz-dokumentuvann-
ya-ta-rozsliduvannya-seksualnogo-nasylstva-v-konflikti-2017_compressed.pdf
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— NCUXONOFIYHUIA CYNPOBIA, (3 ypaxyBaHHSIM 8ubopy OUMUHOK Cmami Ncuxos02d) Ha
BCiX eTanax B3aEMOfii 3 AUTUHOIO;

- CTaHAAPTU MEAMYHOr0 OrNsay Ta AOKYMEeHTYBaHHS, po3pobneHi BOO3;

- abcontoTHa KOHQIAEHUIMHICTb — PO3roNOWEHHS IAEHTUPIKYUYMX AAHUX MOXKe
3HULLMTK CNPaBY.

Baxxnuso!

Mybnikauia abo nowmnpeHHs 6yab-gKoi iHpopMaLii, Wo Moxe iAeHTUDIKyBaTH M-
TUHY, IKa NOCTPaXAana Bifg, CEKCYyaNlbHOr0 HACUNbCTBA, € KPUMIHANBHUM 3/104MHOM 33 CT. 6
3akoHy YkpaiHu «[1po 3axmCT NnepCoHaNbHMUX AAHMX» T3 MOXE MPU3BECTU 4,0 3aKPUTTS KPU-
MiHaIbHOTO NPOBAAXKEHHS Yepe3 HEMOX/IMBICTb OTPUMATHU CBIAYEHHS Bif OUTUHMU.

1.2.6. BukopuctaHHs aiTen y nponaraHai
Ta iHpopmauiiHa ekcnayaTtauis

KpuMiHanbHO-npaBoBa ocHoOBaA: CT. 438, 149 KK Ykpainu; ct. 8(2)(b)(xxvi) Pumcbko-
ro CratyTy (BepbyBaHHS Ta BUKOPUCTAHHSA AiTeN y 36poriHMX cunax). BUKOpUCTaHHS piTen
y nponaraHgi nepenbayae ix 3MOMKy Yy BigeomaTepianax, WO BMMPABAOBYHOTb OKYMNaLito;
3a/y4YeHHS 00 «YPOUMCTMX» 3aXOiB 3 HArOAM HArOPOOXKEHHS Ta BLUAHYBAHHS BiMCbKOBMX;
npuMMycC o nybnivyHux 3as8 abo «AUCTIB» HA MIATPMMKY OKYNaLUiAHOI BNaau.

Baxnueo: cami Bigeosanucm abo nybnikauii 3 AUTUHOM, WO BUKOPUCTOBYKOTHCS Y
nponaraHfi, € NOTEeHLIMHUMM [OKA3AMM 3/104YMHY, OAHAK iX NOLWMPEHHS AN «BUKPUTTS» 3a-
6opoHeHOo - Le npu3Beae A0 NOBTOPHOI TpaBMaTU3aLii AUTUHU Ta MOXe No36aBuUTU MaTe-
pianu AOKa30BOi CUAW.

1.3. NMcuxonoriuHi acnekTn po6oTu 3 iHpopMauierw
npo Aiten Ta 3 AiTbMHU

1.3.1. Mpwu BUKpaaeHHi AUTMHK Ta\abo HE3aKOHHOMY NO36aBNeHHi BONi

Po3nyka AUTUHU 3 6GM3bKMM LOPOC/IMM B YMOBAX 3arp0o3u € OAHMUM 3 HAUTSKUMX
MCUXONOTIYHMX NepexunBaHb. it oo 5 pokie 0cobnnBo Bpasnuei yepes HecHOpPMOBaHI
KOTHITUBHI MEXaHI3MWU AN OCMUCIEHHS CUTYaU,i.

[itn, aki nponwnun yepes @inbTpaLiiHi Nnpoueaypu, 4acto AEMOHCTPYOTh: KPanHE
MOBYAHHS Ta IHFIBILIO (¥3aBMUPAHHS®), FINEePRMUAbHICTb | OpiEHTALLIMHI peakLii Ha HOBI CTH-
MY, perpecuBHy NOBeAIHKY (HETPUMAHHS Ceyi, CMOKTaHHSA Nanbus y AiTen CTapLioro Biky),
AMNCOLLIATMBHI eni30au, 9K 3aXMCHY peakLito HEpBOBOI CUCTEMM.

[na dpaxisug Ta paxiBumHi, AKi NPOBOAATL ONUTYBAHHSA: AUTMHA MOXE AEMOHCTPYBA-
TV NigBuLWEeHY KOHPOPMHICTb Y BIANOBIAAX, NPAarHEHHS BiANOBIAATM AYMKAM i OYiKyBaHHSM
LOPOCNUX, WO MOXe BYyTM HaCNiAKOM NepexnToro AOCBiAY Ta aAanTUBHOK peakLier Ha ne-
PEeXWUTUI CTpec i BTpaTy noyyTTs 6e3neku. [ig yac onMTyBaHHS BaXXIMBO BUKOPUCTOBYBATH
BIAKPUTI 3anNMUTaHHS, yHUKATK TUCKY Ta HaAABaTU AUTUHI AOCTAaTHLO Yacy An49 BIAMNOBIAI.

22



1.3.2. Mpu penopradii Ta NpMMYyCOBOMY NnepeMillleHHi aiten

[NpuMycoBa 3MiHa MOBM, IMEHI, KyIbTYpHOro CepefoBMLLA Ta FPOMAASHCTBA 3aBAAE
npaMoro ygapy no GOpMyBaHHIO HALLIOHANBHOI iAEHTUYHOCTI.

[iTn, nepeMmilleHi Ha BOPOXin TepuTopii, MOXYTb 4EMOHCTPYBATWU 30BHILLHIO adan-
TaLilo TQ HaBiTb MO3UTMBHE CTABNEHHS A0 HOBUX Qiryp AOPOCAUX, WO MOXe ByTU NposiBOM
afanTauiMHOro MexaHi3My BUXUBaHHS. [1pn noBepHeHHI B YKpaiHy BOHM MOXYTb Big4yBaTH
MPOBUHY, NIYTAHUHY NOANBHOCTI Ta TPYAHOLW, peiHTerpauii.

Ona ¢axisua Ta ¢axiBumHi, 9Ki NpoBOAATbL ONUTYBAHHA: [1i4 YaC OOKYMEHTYBAHHS
3a9B HeOOXiAHO 3anyyaTv NCUXONOra/TUHIO, IKMI/9Ka 34IMCHIOE OLLIHKY KOHTEKCTY AN An-
depeHuiauii BUMyLWEHOI aganTaLii Big CNpaBXHiX NepekoHaHb.

1.3.3. lpu BUKOpUCTaHHI Y nponaraHAi

[puMycoBe 3any4yeHHs AiTer 40 NPONaraHAUCTCbKOI AiaNbHOCTI € HOPMO0 NCUXONO-
rYHOro HaCUIbCTBA, IKe CNpsiIMOBaHe Ha nepedopMaTyBaHHS CUCTEMM LLIHHOCTEN, MOYyTTS
iLEHTUYHOCTI Ta rpynoBOi MPUHANEXHOCTI AUTUHMU.

[na daxisua Ta daxiBuuHi, AKi NpoBOAATb ONUTYBaHHA: [1i4 4aCc JOKYMEHTYBAaHHS
Cnip naMaTaTy, WO AUTUHA MOXKe BifYyBaTW OAHOYACHO COPOM 3a y4acTb, CTPax nepep, Ha-
CnigKkamMu po3noBifi Ta NAYTaHWHY, 9KLLO BHACNIAOK AMcOLiaLii He naMaTae aeTanemn noain.
Lle ycknagHIo€e npouec BiGHOBNEHHS | BUMAra€e crewianizoBaHoi NCUXONOMYHOI NIATPUMKM.

1.3.4. Mpu CHIK

CHIMK € oaHWM i3 HanbiNbWw TPAaBMATU3YOUMX 3I0UYMHIB | OOHUM i3 HAMCKNALHIWKNX
ANS LOKYyMeHTyBaHHS. KNio4y0oBO BUMOIOK B ONUTYBAHHI fiTelM € CTaHAAPT OAHOTO iHTEPB'Ho,
OCKi/fIbKM NOBTOPHE BiATBOPEHHS TPaBMAaTUYHMX CNOragis Moxe 3MiuHtosatn MTCP-peak-
uito. Ncmxonor/ncMxonorMHa MaroTb ByTHM NPUCYTHIMM HA BCiX €Tanax B3aEMOLii 3 AUTMHOL.

Ona ¢axisug Ta paxiBumHi, AKi NpoBOAATb ONUTYBAHHA: [1i4 Yac ONUTYBAHHA AiTen,
SKi Nepexunnu cekcyanbHe HAaCUIbCTBO, 0COBIMBOro 3Ha4YeHHs HabyBa€E CTBOPEHHS MCUXO-
noriyHo 6e3neyHoro cepenoBmLLa.

BogHouyac BM3HAYaNbHUM KpUTEPIEM MAE 3aNMULWIATUCS iHAMBIAYyaNbHE BiovyTTs 6e3-
NeKun CaMoi ANTMHU. TaKOXK BAXKIMBO NAMATaTK, WO 30BHILLHbO CNOKiMHA NOBeAiHKa, BiACyT-
HiCTb nNiavy abo eMOLiMHO CTpMMaHa poO3MOBiAb HE BMKIIYAKTb BaXXKMX MCUXONOMYHUX
HaCNiaKiB NepeXxuToro HaCMNbCTBA.

Baxnueo!

HeobxigHo BpaxoByBaTH NobaxaHHs AUTMHM LWOAO CTaTi ocobu, aka byae npoBoau-
T i oNUTYBaHHSA ab0o 34iMCHIOBATU NCUXONOTIYHMI CYyNpoBia.

A npu onuTyBaHHI CNif 3BEpTATH yBary Ha NOBEAiIHKY AUTMHM, O TaKOX MOXe ByTu
NiaTBEPOXKEHHSAM:

- y 4iTen fo 5 pokKiB: HETMNOBI 3HAHHSA NPO CEKC, CTpax abo COpoM Tina;

-y 5-9 pokiB: yHUKHEHHS LOTWKIB, perpecMBHa MOBeAiHKa, arpecist 40 OLHONITKIB
NPOTUNEXHOI CTaTi;
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- y9-13 pokiB: i30n5Lis, aKLLEHT Ha CEKCYaNIbHOMY 3MICTi, CEKCyani3oBaHa NoBeaiH-
Ka LWOAO0 iHLWKX;

-y 13-18 pokiB: oeCcTpyKTMBHa MOBeAiHKa, BigMOBa Bif Oyab-SiKMX pO3MOB MpoO
CTOCYHKM.

1.3.5. Mpu Toprieni AiTbMu Ta iHWKMX popMax ekcnnyaTauii

OuTnHa, sika nocTpaxpana Bifg Toprieai noabMu abo iHWKMx GopM ekcnayatauii
(y TOMy uncni ii He3aKOHHOT nepenadi) MoXe AEMOHCTPYBATW NI0ANbHICTL A0 0Cobu, gaKa
34iMCHIOBaNa KOHTPOnb abo ekcnnyaTalito, BUNpaBAoOBYBaTH i Aii UM 3anepeyyBaT QakT
3aBAaHOI WKoau. Taki peakuii MOXyTb OyTW HAaCTiIAKOM TPaBMaTUYHOI NPUB'A3AHOCTI, CTPaXxXy,
3anexHoCTi abo TpMBaNOro NCUXONOriYHOro BNIMBY.

DOna daxisua Ta paxiBumHi, aKi NpoBOAATb ONUTYBAHHA: [1ig, Yac ONMUTYBAHHS BaX-
NUBO YHUKATK 3BUHYBaYyBaHMX HOPMYNOBaHb Ta HE iHTEPNPETYBATU TaKi BUC/IOBNIOBAHHS
K HebaxxaHHs cniBnpautoBaTn. HeobxigHO naMaTaTi, Wo BiACYTHICTb Y AUTUHM YCBIOOM-
NeHHs cebe K NoCTpaxaanoi ocobu He BUKAKOYAE GaKTy ekcnayaTauii.
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PO34IJ1 2. KoHDiaeHUiMHICTb
IHpOpMaLLi Npo aiten

2.1. MpuHUMN HaUKpaLLKUX iHTEepeciB ANTUHU

MpuHUMN HaWKpalmx iHTepeciB auTnHu (best interests of the child), 3akpinnexui y
cT. 3 KoHseHuii OOH npo npasa antnHm 1989 p.Ta cT. 7 3akoHy YkpaiHu «[1po oxopoHy au-
TMHCTBa»?® 2001 p., € HAPI>KHUM KAMEHEM YCiX pilleHb, O CTOCYTbCS AUTUHU. Y KOHTEKCTI
KPUMiHANbHMUX NPOBAaAXXEHb NPO BOEHHI 3104YMHM BiH O3HAYAE:

- npiopuTeT 6e3nekn Ta NCUXONOriYHOro HGnarononyyus AUTUHU nepen notpebamum
CnipcTea;

— 0060B'A3KOBICTb iHAMBIAYANbHOI OLIHKM PU3UKIB 4151 KOXKHOI KOHKPETHOT AUTUHM;

- HeoOXiAHICTb 3any4eHHs daxiBLiB 3 MCMXONOTiIYHOI NIATPUMKMU;

- NpPaBoO AMTMHM BYTM MOYYTOK Yy BCiX pilleHHSX, WO ii cTOCyTbCs (BiANOBIAHO A0
PiBHS PO3BUTKY).

Llert npuHLUMN He 03HaYaE, Wwo 36ip AOKa3iB HEMOXIMBUIM a0 WO AUTUHA HE MOXe
6paTh y4acTb y NpOBaAXXEHHI — BiH 03HAYaE, WO Takumi 36ip Ta y4acTb MatoTb OyTU OpraHiso-
BaHi TAKMM YMHOM, W06 MiHIMi3yBaTH WKOAZY ANS GUTUHW.

2.2. Yy1tnusi nepcoHanbHi AaHi AUTUHU

BinnoBigHo no 3akoHy Ykpaiu «lpo 3axmcT nepcoHanbHux aanux» (2010)%, nepco-
HaNbHUMM OAHUMU € Byab-sKa iHPOpPMaALLif, WO CTOCYETbCS Pi3MUHOI 0cobm Ta AO3BONSE ii
ineHTUdikyBaTu. [Jo YyTAMBMX NEpPCOHANbHUX AAHUX, WO NOTPebYOTb NOCUMNIEHOIO 3aXUCTY,
Hanexarb:

Karteropia paHux Mpuknapu PiBeHb 3axucry

loeHTMdikauinHi gaHi

IM’q, Npi3BMLLe, AaTa Ta MicLe Hapoa-
YKEHH$, HOMEPU [OKYMEHTIB

CyBopo obMexeHu#
[OCTyn

[laHi npo cTaH 340poB™

MenunyHi BUCHOBKM, pe3ynbTaTth obcTe-
YeHb, ONnC TpaBM

MaKcuManbHO 3axulle-
HUH

[aHi npo cekcyanbHe Ha-
CUNbCTBO

bynb-aKka iHpopMaLia npo dakT, xa-
pakTep abo o6cTaBUHM

ABCONOTHO KOHDIAEH-
LinHI

MdoTorpadiyHi/Bigeomare-
pianu

®doTo Ta BifeO, WO 306paxKalTb AUTH-
HY, 0C0B/IMBO Y CTaHi TpaBMu

CyBopo obMexeHui
A0CTYN

BigomocTi npo MicuesHa-
XOOXKEHHS

Anpeca npoXmBaHHS/MepexoByBaHHS
ONTUHW Ta ii pOanHM

MakcuManbHO 3axuLLe-
HUI

IHbopMaLig NpO pOAMHHI
3B'A3KM

[aHi npo 6aTbkiB, bpaTiB/cectep, iXHE
MicLEe3HaxooyKeEHHS

CyBopo obMexeHui
A0CTYN

Mokasu (MosSICHEHHS) au-
TUHMU

3MiCT NnokasiB (NOSICHEHD), ayaio/Bine-
03anuncy SonuTIB

MakcmMManbHO 3axulue-
HUN

20 https;//zakon.rada.gov.ua/laws/show/2402-14#Text
2L https://zakon.rada.gov.ua/laws/show/2297-17 #Text
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2.3. Pusuku posronoweHHs KoHdiaeHuiMHoi iHdopMauii

Hacnigku HeCaHKLLIIOHOBAHOro po3ronoLleHHs iHbopMaLii Npo NocTpaxaany AUTuHY
ab0 AMTUHY-CBIAKA MOXYTb BYyTU HEBUMPABHUMM.

2.3.1. be3neKoBi pU3UKH

SKWo 0cobu, NpUYETHI 40 3/104YNHY, Ai3HAOTLCS NPO MICLE3HAXOAXKEHHS AUTUHM, Xa-
pakTep ii Noka3aHb abo piBeHb NOIHGOPMOBAHOCTI — AUTUHA i ii pOoAMHA ONMHAKTLCS Y 6e3-
nocepenHin Hebesneu,i. Lle 0cobnMBO akTyanbHO, KON KPUBLAHMKM BCE Lie nepebyBatoTb HA
B0/ ab0 MatoTb AOCTYN 4O MEpEeX BM/MBY.

Y cnpaBax WoAo TOprieAi AiTbMM HEOOXiAHO TAaKOX BPAXOBYBATH, LLO KPUBAHMKMU
MOXYTb 36epiratv NCMXONOriYHUIM BNIMB HA AUTMHY HABITb NicAs ii Gi3MYHOMO 3BiNbHEHHS.
MNo6otoBaHHs nomMcTH Wwoao cebe abo yneHiB CiM'i YacTO BNAMBAOTb HA FOTOBHICTb AUTUHMU
CniBnpautoBaTh 3i cnigcTeom. ToMy Byab-5Ki pilleHHS WOoA0 NOWMpPEHHS iHdhopMaLii MaloTb
NPUMUMATUCS 3 YPaXyBaHHAM He nuwe di3nyHOi, a M NCMXONOriYHOT 6e3nekn AUTUHM.

2.3.2. PeTrpaBmaTu3auis

MybniyHe obroBopeHHs 06CTaBUH 3n04MHY — y 3MI, couianbHMx Mepexax abo ce-
pen Koner — MoXKe CTaTU NPUYMHOK peTpaBMaTu3aLii AMTUHU. HEKOHTpONbOBaHe NOBTOPHE
HarafyBaHHs MpPO TPAaBMATUYHI NOAII 34aTHE aKTyanisyBaTM TPaBMATUYHI cnoragu, Nocu-
NOBATM CMMNTOMM NOCTTPAaBMATMYHOIO CTpecy Ta YCKAAAHIOBATM Npouec NCMXoioriyHoro
BiAHOBNIEHHS.

Ocobnueoi obepexHOCTi noTpebye NowmpeHHs iHhopMaLii CTOCOBHO AiTeN, SKi ne-
PeXWnu cekcyanbHe HaCMNbCTBO, TOPTiBAD NtoAbMM ab0 iHWi dopMu ekcnayaTaLii, OCKiNbKK
TakKi Aii MOXYTb NOCMNOBATU MOYYTTS COPOMY, MPOBUHM Ta BTPATH BiauyTTS 6e3neku.

2.3.3. OpupunyHi pu3uKu pNga NpoBaaXKEHHS

Po3ronoweHHa TaEMHULI CNiacTBa, iHDopMaLlii Npo y4aCHMKIB Ta y4aCHMLb NpoBa-
IKeHHs abo MaTepianiB cnpasu A0 CYA0BOro po3rnsay MOXe: Npu3BeCcT! A0 BU3HAHHS O0-
Ka3iB Hegonyctummumu (cT. 87 KIK Ykpainm)?2; yHEMOXIUBUTM OTPUMAHHS HOBMX NOKAa3aHb
BiZ AMTUHM; CTATU NiACTABOI ANS OCKAPXKEHHS BUPOKY 3aXMCHUKOM.

2.4. AHOHiIMI3aLia Ta nceBAOHIMI3aLia

AHOHIMI3ayis — ue He3BOPOTHE BMAANeHHS abo nepeTBOpeHHS BCiX i4eHTUDIKYUMNX
€1eMEHTIB TaKMM YMHOM, L0 0coba He Moxe ByTu iaeHTUdIKoBaHa.

lNcesdoHimizayisi — 3aMiHa iAeHTUDIKYIOUMX AAHUX YMOBHUMM NO3HAYEHHAMM (KOAA-
MW) Npu 30epexeHHi Y 3aXMLWEeHOMY MiCLi KNoYa BiANOBIAHOCTI.

[MpaKTMYHiI BUMOIM 00 QHOHIMI3aLii y AOKYMEHTaxX Ta NnybnivyHMxX MaTepianax:

1. 3aMiHnTM iM'a Ta Npi3BuMLLe Ha iHiLianu abo YMOBHEe No3HaYeHHs (Hanp., «AUTUHA
X», «H.», «antnHa, 10 p.»).

22 https://zakon.rada.gov.ua/laws/show/4651-17#Text
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2. Bukntountn abo 3amackyBaTu reorpadiyHi AaHi, WO MOXYTb i4eHTUDiIKYBaTN MiC-
Lie NpOXMBAHHA abo nepebyBaHHS.

3. Po3mutn abo Buknwoumtn dotorpadii, Bigeo, a Takox Oyab-aKi Qi3MyHi 03HaKM,
L0 AO3BONAKOTL iAeHTUdIKyBaTh 0CODbY.

4. Bupanutn abo y3aranbHWUTU SATM Ta YAaCOBI MO3HAYKM, AKLLO BOHM € iAeHTUDIKY-
OUUMMU.

5. MepeBipnTK TEKCT HA HASBHICTb MPMXOBAHMX iAeHTUDIKATOPIB (XapaKTepHi aeTa-
Ni ONUCiB, 3ragkn poamyiB TOLLO).

2.5. NMcuxonoriyHunii acnekT KOHQiAEHLIMHOCTI

KoHdineHuinHicTb y poboTi 3 AiTbMM, 9Ki nepexunun abo CTanu CBigKaMu BOEHHOIO
3/104MHY, MA€ IMMBOKe NCUXONOTIYHE 3HAYEHHS.

Sk 3a3HaveHo y pocnipkeHHsax UNICEF (2023)?° ta Pagm €sponu (2021)%4, BiguyTtTa
KOHTPOJII0 Haf BNACHOK XUTTEBOK ICTOPIEID € KIHOHOBUM (DAKTOPOM BiAHOBNEHHS NiCNg
TpasMu. [locnigXeHHs TPaBMaTUYHOIO A0CBIAY AEMOHCTPYHOTb, WO BTPATa KOHTPOIO € LEeH-
TpPanbHMUM 94POM NCUXOTPABMMU, a MOBTOPHI NOPYLUEHHS KOHPIAEHWIMHOCTI 11 NOCUNIOKOTb.

2.5.1.KoHdineHuiHicTb 9K pakTop NCMXONoriyHoi 6e3nekn AUTUHU

[nga oMTMHM po3ronoweHHs iHpopMauii Npo Hei 03HavaE:
— BTPaTy KOHTPONIO HafJ BNAaCHMM O0CBIAOM;

— NOCUNIEHHS NOYYTTA 6e3nopagHoCTi;

- BTpaTy 4OBipKu A0 cebe Ta OTOUYHUYOro cepeaoBumLLa.

2.5.2. NcuxonoriyHe 6narononyyysi AUTUHU OLIHIOETLCS 32 TPbOMA PiBHSAMM

(1) piBeHb 6e3neku - cybekTMBHE BigYYTTa AMTUHOK i3UMYHOI Ta NCUXONOTIYHOI
3aXMLLEHOCTI: BIACYTHICTb CMMNTOMIB rocTporo crpecosoro posnaay (MCP), aucouiatmBHmx
eni3ofiB Ta CyiunMaaNbHOro pU3MKY;

(2) piBeHb pyHKLiOHYBaHHS — 30epexeHa 34aTHICTb AUTUHM A0 BiKOBOrO yHKLIO-
HYBaHH$ Y K/IHOYOBMX Chepax: couianbHa B3aEMOLIS, HABYAHHS Ta Ni3HABasIbHA AISNbHICTD,
rpa (on1g Monoawmx aiten), 6asoBa eMouiHa perynsuis;

(3) piBeHb pe3uNIbEHTHOCTI Ta PO3BUTKY — 34aTHICTb AUTUHM A0 NO3UTUBHOI aganTa-
LiiT Ta BIKOBOrO pO3BUTKY NOMPU NEPEXUTUI TPAaBMATUUYHUIN AOCBIA; BiACYTHICTb XPOHIYHOTO
MNTCP, TpMBOXHMX | AenpecMBHUX pO3N1afiB K HeobXifHa, ane HefoCTaTHA YMOBA — NOpPSg,
i3 HasIBHICTIO OCOBUCTICHUX i CoLianbHMX pecypciB.

(KepisHuuymeo MIIK 3 ncuxiyHo20 300p085 Ma NcuxocoyianbHoi NIOMpPUMKU 8 yM0o8ax
Had3suyatiHoi cumyauii. Mixgidomyuli nocmitiHuli komimem (MIIK) (2007)*. lNcuxiyHe 300-
pPO8S ma ncuxocouiansHa nidmpumMKa 8 ymogax HadsuyaliHoi cumyayii. Xernesa: MIIK)%.

5 https://www.unicef.org/ukraine/media/43321/file/The%20summary%20report%200f%20the%20Su
24 https://rm.coe.int/legal-analysis-ukr-web/1680a317f5

> https://interagencystandingcommittee.org/sites/default/files/migrated/2017-05/iasc_mhpss_
guidelines_ukrainian_0.pdf

% https://whocares-pss.info/wp-content/uploads/2025/01/1ASC-2011-MHPSS-in-Emergency-
Settings.-What-should-Protection-Programme-Managers-Know_in-ukr.pdf
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2.5.3.NcuxonorivyHa wKoaa
BiA, NOpyLIEeHHS KOHDiAeHUiMHOCTI

- PU3UK NOBTOPHOI TpaBMaTK3auii;

- (DOpMYBaHHS TOKCMYHOIO COPOMY Ta MOYYTTS NPOBUHM (0COBAMBO Y BUMAAKAX CEK-
CyanbHOro HAaCUNbCTBA);

- BTOPMHHA BIKTUMI3aLig yepes peakuii OTOYEHHS;

- popMyBaHHS HeOBipW A0 OOPOCUX Ta IHCTUTYLIN;

- pu3uk po3suTky [MTCP, aenpecMBHUX, TPUBOXHUX, AUCOLIATUBHUX CTAHIB, COMATHY-
HUX NPOSIBIB.

2.5.4. OSINT sk cneundiyHMi NCMXONOTIYHUIA PUSUK

BMKOpUCTaHHS BIOKPUTUX OKepen, HABiTb YaCTKOBO aHOHIMI30BAaHWUX, CTBOPIOE YHI-
KanbHi pU3NKK:

— «BIYHICTb TpaBMM»: UMGHPOBI MaTepiann He 3HMKAKTb | MOXYTb MOBTOPHO aKTUBY-
BaTW TPAaBMaTMYHI CNOraau;

- BTpaTa KOHTPOJIO HAaZ NOLWMPEHHSIM MaTepianis.;

- ipeHTudikauis yepes HenpsaMmi 03Haku (06AMYYS, FONOC, KOHTEKCT TOLLO).

Ona ¢paxisuga Ta paxiBumHi, AKi NpaLOOTb 3 AITbMU:

[NoBeniHKOBI IHOMKATOPU AUCTPECY B 3aNIEXHOCTI Bif, BIKOBMX 0COBIMBOCTEN OUTUHU:

1) powkinbHui BiKk (0-5 pokiB)

- perpecis 8o 6inbl paHHiX GOpPM NOBEAIHKM (HETPUMAHHS CeYi, CMOKTAHHS NanbLs);

- 3aNeXHa NoBeAiHKa, YinAsgHHA 3a 6aTbKiB, CTPAX 3a/MWKUTUCL Ha caMoTi abo cnaTtu
B TEMPABI TOLLO;

- BTpaTa paHile HabyTuX HAaBMYOK;

- NOBTOPIOBAHA rpa 3 eneMeHTaMm TpaBMaTUYHOI noaii.

2) monopawui WKinbHUM BiK (6-11 pokiB)

- NOPYLEHHS KOHLEHTPaLii Ta YCNILWHOCTI B HABYAHHI;

— COMATUYHI cKapru 6e3 opraHiuyHMX NpUYMH (FON0BHMUM Binb, 6inb y XXMBOTI);

- HenepenbayyBaHi eMouii,

— KMariyHe MUCIEHHS», MOYYTTA NPOBUHM 3a Te, L0 CTaNOoCs.

3) nipniTkoBuit BiK (12-17 pokiB)

eKcTepHanisytoya noseaiHka (MpaBonopyLweHHs, ByniHr, BXXMBAHHS ankoront T1a ncu-
XOaKTUBHUX PEYOBUH);

- CouianbHa i30M4Li9 Ta BIACTOPOHEHHS;

- AeNpecuBHi NposiBM, NOpyLweHHs 06pa3y Tina;

- CyiumnAanbHi AyMKM Ta CAMOYLIKOKYHYa NOBeAiHKaA.
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PO34IJ1 3. PoboTa 3 iHDopMaLi€eto
Yy KPUMiHANbHOMY MPOBAAKEHHI

3.1.MpaBoBi 3acaan o6MexeHHS
Aoctyny ao iHhopmauii

KpuMiHanbHe npoBamkeHHs B YKpaiHi perynoetbcsd Hacamnepen KpuMiHanbHUM
npouecyanbHuM kogekcom Ykpainu (KMK)?. CrocoBHO iHdopMaLii Npo AiTei KNYoBUMMU €
TaKi NONOXEHHS:

- (1. 222 KTIK Ykpainu — TaEMHMLS 0OCYA0BOrO pO3CNiayBaHHS: Bi4OMOCTI, OTPUMAHI
B XOAi AOCYA0BOro po3C/ifyBaHHS, pO3rofiOEHHI0 He nignaraTb 6e3 fo3Bony Cnigvyoro
abo npokypopa.

- Cr. 27 KMK - 3akpuTe cygoBe NpoOBafXKEeHHS: CyA, BNPaBi NPUMHATM pilleHHS Npo
3aKpUTUI CYyA0BUI pO3rNsa, 30KpeMa KoM Lie HeobxiaHO ans 3abe3neyeHHs 3aXUcTy Ma-
JIONITHIX Ta HENOBHONITHIX.

- (1. 232 KTIK - Bipeo3anucuy cnigumx 4iv: LONUT AUTUHM, KA € CBIAKOM abo notep-
NinnM, peKOMEHYETbCA MPOBOAMTH i3 3aCTOCYBAHHSM Bife03anuncy Ta B cnewianbHo obnaa-
HaHOMY NPUMILLEHHI.

- (1. 226 KIK - 0co6i1BOCTi 4ONUTY ManofiTHbOro abo HeMOBHOMITHLOrO: 060B93-
KOBa MPUCYTHICTb Neaarora, ncMxonora abo 3aKOHHOMO NpeacTaBHMKA.

3.2. [loctyn po iHgopMauii npo AUTUHY

[locTyn [0 NepcoHanbHUX AAHWX OUTUHU Y PAaMKaxX KPUMIHANbHOMO MPOBaAKEHHS
MOBMHEH IPYHTYBATMCA HA NPUHLMNI KHEOOXIAHOrO 3HAHHA»: KOXHA 0C06a OTPUMYE NnLue
Ty iHdopMauito, aKka 6e3nocepenHbO HEOOXiAHA AN BUKOHAHHS ii QYHKLIM Y NPOBaKEHHI:

Cy6ekT PiseHb poctyny 0O6MeXkeHHs
Cnipyi MoBHMI gocTyn oo mMaTepia- Hepo3ronoweHHs TpeTiM ocobaMm; TaeM-
niB cnpasu HMLA CNipcTBa
Mpokypopwu MoBHMI gocTyn, npouecyans- | Hepo3sronoweHHs 6e3 caHkuii cyny
HUI KOHTPOSb
Mcuxonorn Ta ncu- | JocTyn A0 NCUXONOTIYHOIO CyBOpEe AOTPMMAHHS €TUYHUX CTaHAAP-
XONOMUHI y CrpaBi Npo@dinto Ta NOKa3aHb TiB po60TM Ta BUMOT KPUMIHANBHOMO

MpoLecy WoA0 HePO3ro/OWEHHS

CouianbHi npauis- | Joctyn oo iHbopMauii, Heo6- | CyBope o6MexeHHs nepefadi; LOKY-

HMKM Ta NPaLIBHULI | XiAHOT ANS 3aXMCTY AUTUHU MEHTYBAHHS KOXHOro 3anuTy
Meguunuii nepco- | JocTyn 40 MeAMYHUX AAHUX MeauyHa TaEMHMLA; Nepeaaya nuwe 3a
Han AUTUHU 3anuToM CniacTBa

¥ https://whocares-pss.info/wp-content/uploads/2025/01/IASC-2011-MHPSS-in-Emergency-Set-
tings-What-should-Protection-Programme-Managers-Know_in-ukr.pdf
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3aXMCHUKM Ta 3a- Hoctyn no marepianis, Wo ALBOKaTCbKa TAEMHMLUSA

XUCHULI AUTUHM CTOCYIOTbCS iHTEpeCiB AUTUHM

(aoBokaT Ta agBo-

KaTKa)

CynoBo-MeOMyHi HocTtyn no marepianis, He- 36epexxeHHs OTpUMaHMX MaTepianis;
eKCnepTkM Ta eKc- 00XigHNX ANg NpOBEAEHHS NMOBEPHEHHS NiCNS 3aBEPLUEHHS
neptu eKcnepTm3n

Y Bunagkax Toprieni AiteMu 0co6amBoro 3axucty notpebye iHbopmalis npo Mmicue
nepebyBaHHS AWMTUHMU, CKNaA, CiM'i, HABYANbHUI 3aKNag, MapLWpPyTU NepecyBaHHS Ta iHLWI
[aHi, IKi MOXYTb OyT1 BUKOPUCTAHI NS BCTAHOBEHHS KOHTAKTY 3 AUTUHOK ab0 34iCHEHHS
NMOBTOPHOrO BIJIMBY HA Hel.

3.3. 36epiraHHa maTepianis npo Aiten

Yci MaTepianu KpMMiHaNbHOrO NPOBAAXKEHHS, O CTOCYOTbCS NOCTPAXKAANOT AUTUHM
abo AMTUHK-CBIAKA, MAOTb 30epiraTnca 3 AOTPUMAHHAM TaKMX BUMOT:

- i3nyHi MaTepianu (NnanepoBi OKYMeHTH, GOTO, AnCKM) — y cendi abo iHWoMy 3a-
XULLLEHOMY CXOBMLLi 3 0OMEXEHMM AOCTYNOM Ta XXypPHANoOM BUAaui;

- uMdpoBi MaTepianm — Ha 3aWNPPOBAHUX HOCIAX aDO Y 3aXMLLEHUX XMAPHUX CXO-
BMLLAX 3 ABOGAKTOPHOK aBTEHTUGIKALIEKD; BEAEHHS XXYpHaNy AOCTyny;

- ayaio/Bigeo3anncu AONUTIB — Y 3aXULLEHMX YMOBAX; KOMii 3 BiAKPUTUM AOCTYNOM
He [OoMyCKakTbCs;

- MeTagaHi uMPpoBMX AOKA3iB — 30epiraloTbCs HE3MiHBaHMMM; Oyab-g9Ka poboTa 3
dannamm 34iNCHIOETLCS NULLIE 3 KOMISMK;

— CTPOKM 30epiraHHs BM3HAYalOTbCS 3aKOHOAABCTBOM MPO apXiBM Ta KpUMiHaNbHe
CYLOYMHCTBO.

3.4.Nepepaya AaHUX MiXK OpraHamMu

MNepenaya iHpopmMaLii MK opraHamu, 3any4eHUMU A0 NPOBALKEHHS, MAE BiANOBI-
[aTh TaKMM BMMOraM:

- 6yab-9Ka nepenaya iHpopmaLii Npo AUTUHY 34IMCHIETLCS HA NiACTaBi MMCbMOBO-
ro 3anuTy abo caHKLii cnigyoro/npokypopa;

- KOXHa nepefava GQikCyeTbCS Y XXypHai 3 3a3HAaYEHHSM: XTO, KOMY, KONU, IKMi obcar
i 9KUM YMHOM nepenas iHpopMaLito;

- €NeKTPOHHA nepefayva 34IMCHIETHCA NMLLE Yepe3 3axMLeHi KaHanu; 3abopoHs-
ETbCA BMKOPUCTaHHS ocobuctnx mecenaxepis (Telegram, WhatsApp Towo) ans nepegadi
iEHTUDIKYIOUMX AAHUX;

- MbKHapoaHa nepepaya gaHux (oo MKC, €CIJ1 Towo) BMMarae okpemMoro npaBoBo-
ro 06rpyHTYBaHHS Ta NiANOPSAKOBYETLCSA YrOAAM MPO 3aXUCT NEPCOHANbHUX AAHUX.
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3.5 MNMcuxonoriyHUM acnekr

PoboTa 3 iHpopMaUi€E y KpUMiHANbHOMY NPOBAAXEeHHI MAa€E BPax0oBYyBaTH He fiMLle
IOPUANYHI, ane M NCUXONOTNIYHI HACNIAKM AN AUTUHM SK Y KOPOTKO-Ta M Yy AOBrOCTPOKOBIM
nepcnekTuBi ii pO3BUTKY Ta CMMPATUCS HA MPUHLUNN:

1) TpaBMouyTAMBOro niaxoay Ana 360py Ta AOKYMEHTYBAHHS AAHUX

byab-sika iHbopmMaLia Npo AUTUHY MOBUHHA:

- He MPOBOKYBATU NMOBTOPHE NEPEXMBAHHA TPABMMU;

- HEe BUKOPUCTOBYBATUCb 6e3 HeobXigHOCTI;

— He UMPKYNOBATM N03a KOHTPO/IbOBAHUM CepefoBULLEM.

2) OLiHKM NCUXONOriYHNX PU3UKIB NPU Nnepepavi AaHUX

HaBiTb popManbHO 3aKOHHA Nepegaya AaHUX MOXe NpU3BeCcTH A0:

- BTPaTV A0BipY OAUTUHU A0 AOPOCIOro;

- BiAMOBM CMiBNpaLLOBATH 3i CNIIACTBOM;

- eMouinHoi gectabinizauii.

0OcobamBO LLe CTOCYETLCA Nepepadi BiAeo [ONUTIB, ONMCIB HACMNbLCTBA, GOTO/BiAeo 3
Micus noaii.

3) miHiManbHOI ekcnosuuii

PekoMeHAYETbCS MiHIMI3yBaTH KiNbKiCTb 0OCi6, aKki 6ayaTb MaTepianu; BUKOPUCTOBY-
BaTWU y3arasibHEHi ONMCK 3aMiCTb AeTanen; yHUKaTM NOBTOPHOrO nepernagy Bifeo AonuTty
6e3 HeobXiaHOCTI.

Mig yac nepepavi iHbopmaLii Mixk CyOEKTaMKM MiXKBIAOMYOI B3aEMOLIi BaXIUBO Mi-
HiMi3yBaTK KiNbKiCTb BUNAAKIB, KOM AUTUHA 3MYLLUEHA MOBTOPHO MepekasyBaTu BAACHY ic-
Topito. baraTtopasoBe BiATBOPEHHS AOCBIAY eKCnayaTauii € OAHUM i3 YUHHUKIB BTOPUHHOI
TpaBMaTM3aLii Ta MOXe NpM3BOAUTM A0 MOTiPLIEHHS NCUXOMOMYHOro CTaHy AUTUHM.
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PO3[4I1J/1 4. TunoBi nOMUNKMY,
O NOPYLYHTb KOHQPIAEHUINHICTD

4.1. MNyb6nikauia nepcoHaNbHUX AAHUX Y BIAKPUTUX BKepenax

OpHa 3 HaWbinbW MOWMPEHUX | PYMHIBHUX MOMWMNOK — PO3MILLEHHS Y BiAKPUTUX
3MI, couianbHmx Mepexax abo Ha Beb camTax opraHisauin iHpopmauii, Wwo iaeHTUdikye
nocTpaxaany guTuHy abo ceigka. Lle moxe BigbyBatucs:

- Yyepes nybnikaLito NOBHUX IMEH AiTeN Y HOBUHHUX PEMNOpPTaXKax Mpo 3/104MHMU;

- Yyepes 3aBaHTaxeHHs GoTtorpadin aiten 6e3 ixHboi 3rogn abo 3roam 6aTbKiB;

- Yyepes HeobepexHi NOCTU B 0COBUCTUX CoLianbHMX Mepexax (axiBLiB, 3ay4eHnX
[0 Cnpasu;

- yepes «yCnillHi» 3BiTW OpraHi3auin 3 peanbHUMn potorpadismu aiten «ao» i «nic-
NS» HAAAHHA LOMOMOTH.

PeanbHa cuTyauis (3HeocobneHa)

Y 2022 p. ogHa 3 MixHapogHux HYO onybnikysana GoTo noctpaxkganoi
AVUTUHU — Y CBOEMY 3BiTi ANs AOHOPIB. POTO MiCTUNO po3ni3HaBaHi pucu 0banyus
Ta BKa3iBKYy Ha HaceneHui NyHKT.[Tybnikauito noMituam poamdi gutmnHm B Pocii, wo
NPU3BEN0 4,0 TUCKY Ha CiM'I0, KA 3aNMLLIMNACSA HA OKYNOBaHi TepuTopii. Chigumin,
SKOMYy CTaso BiAOMO NpPO UEeW iHUWMAEHT, KOHCTAaTyBaB CYTTEBI YCKAALHEHHS
y BeAEeHHi CnpaBu yepes NOCMNEHHS CTpaxXy O4YEeBMALIB nepes, ineHTUdiKaLi€r.

lMcuxonoziyHuii acnekm:

- BTpaTa BiayyTTs 6@3neKkun Ta KOHTPONIO;

- BTpaTa AOBipU A0 OTOYYHUYOro CepeaoBuLLa;

- CTpax NybAiYHOro NPUHUXKEHHS;

- BTOPMHHA CTUrMaTM3aLig rpoMagoto Ta CoLiaNbHOro BiATOPrHEHHS;

- BM/IMB HA FOTOBHICTb CBIQYUTH.

Cmpax csidkig neped ideHmudikauyiero napanizye 20mosHicms 0asamu NOKA3AHHS, U0
CMBOPIOE eeKm MOBYAHHS SIK NCUXO0/I02IYHO 06rpyHMOBAHUL 3aXUCHUL MEXaHIi3M.

4.2. BukopucraHHga ¢ororpadin Ta Bigeomarepianis 3 AiTbMuU

MdoTorpadii Ta Bigeo € 0AHMMM 3 HaNBINbLW «BMNi3HAaBaHMX» igeHTMdiKaTopiB. HaBiTb
SKLLO iM' OUTUHU He 3rafyeTbes, it 06anuus, oaar abo diznyHi 0cobanBOCTi MOXYTb L03BO-
NIUTU KPUBAHMKAM abo CTOPOHHIM 0cobaM iaeHTUdiKyBaTH ii.

KareropuyHo 3a6opoHeHo:

- nybnikyBatn dotorpadii noctpaxxpanux aiten 6e3 aHoHiMi3auii 06nmnyus Ta igeH-
TUIKYIOUMNX AeTanewn;

— BUKOPUCTOBYBATU POTO AiTeN y pekNaMHUX UM haHOpeN3MHIOBUX MaTepianax 6e3
oKpeMoi i NoiHHOpPMOBaHOI 3roau;
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- MOLWIMPIOBATH BiAE€O3aNMUCK AONUTIB aD0 MeAMUYHUX OMNSAIB HABITb Y MEXaX BiAOM-
cTBa 6e3 cnewianbHOro 4O3BONY.

[onyctuMo (npu AOTPUMAHHI NEBHUX YMOB):

- nybnikauis aHOHIMi30BaHMX (3 pO3MUTUM 0B6IMYYSM Ta 3MiHAMM rofocy) mMatepia-
NiB y paMKax iHPOpMaLIMHUX KaMNaHiw;

- BUKOPUCTaHHS POTO Ta BifeO SK AOKA3iB Y 3aKpMUTOMY CyA0BOMY 3aCifaHHi;

- nepegaya Martepianis MKC abo iHWMM MiDKHApOAHWMM OpraHaM BigNOBIAHO [0
BCTAHOBNEHUX NPOTOKOIB.

McuxonoriuHnia acnexT:

doT0/Bife0 3 AiTbMU MOXYTb MaTU 0COBMBUIM BNAMB HA NCUXIYHI NpoLeCcH:

- 3anyCcKaTi MeXaHi3M NOBTOPHOrO NepeXmnBaHHS TPaBMMU,

- (opMyBaTH TaK 3BaHy TPAaBMATUUHY iAEHTUYHICTb (MOPYLIYBATM CAMOCNPUNHATTS,

- (dopmyBaTH yaBNEHHS Npo cebe, IK XepTByY, Yepe3 AO0CBig TPAaBMM).

Y Bunagkax ToprieAi AiTbMM 0CO61MBO Hebe3neyHMM € BUKOPUCTAHHS 300pakeHb,
SKi MOXYTb A03BO/IUTU iAEHTUPiIKYBATU AUTUHY ab0 06CTaBmHM ii ekcnnyaTtauii. s 6ara-
TbOX NOCTPAXAANNX BTPATA KOHTPOJIIO HaA, BNAaCHUM 0O6pa3oM € CKIaL0BOKO TPAaBMaTUYHOMO
[OCBifY, TOMY MOBTOPHE MOLMPEHHS TakMX MaTepiasiB MOXe CpUMMaTUCA K NPOLOBXKEH-
HS NOPYLUEHHS 0COBUCTUX MEX.

4.3. HekoHTpONbOBaHMi1 06MiH iHpopMaui€elo

lpakTMKa NoKasye, Wo BUTOKM KOHDIAEHLiMHOI iHPopMaLii yacTo BiabyBalOTbCS He
yepes 3/104MHHUI YMUCEN, a Yepe3 He3HAHHS abo HeobepeXXHiCTb:

- 06roBopeHHs getanen cnpaBu B MPUCYTHOCTI HEYMOBHOBAXEHMX 0Ci6 (Hanpuknag,
KONer, WO He BeAyTb L0 CNpasy);

— BUKOPUCTAHHS HE3axXMLLEHMX KaHaNIB 3B'A3Ky 419 nepenadi yytimBoi iHbopmauii;

- 30epiraHHa LOKYMEHTIB Ha HE3aXMULLEHUX MePCOHANbHUX MPUCTPOAX;

- BiACYTHICTb YiTKOro nepeniky ocib, ynoBHOBaXXEHMX 3HATU Ti UM iHWI BiOMOCTI.

Tunosa nomunka MoxxnuBuin HacnipokK MpaBunbHa gin

My6nikauis y Facebook
iMeHi nocTpaxaanoi
IUTUHU

loeHTMdiKauis KpUBAHUKOM;
peTpaBMaTM3aLis; pusuk besnedwi

BuKOpMCTaHHSA YMOBHMX
MO3HAYEeHb; Y3rOLXKEHHS 3
NPOKYPOPOM/KOt0
3axuLLeHi KOpnopaTUBHI
KaHanu; WwudpyBaHHs;
NpOTOKON nepenadvi

MNepecunaHHa doTo
AntuHn y WhatsApp Mix
Kosieramm

BuTiK y HE3axMLEeHUIN KaHan;
NownpeHHs 6e3 KOHTPOJIH

XypHanict/ka oTpumye
[OCTyn A0 MaTepianis
cnpasu

My6nikauis ineHTUdIKyrUMX
[AHWUX; PYMHYBaHHS LOKA3IB Y
cnpasi

3ab0pOoHa Ha pPO3roNOWEHHS;
akpeomTauis; 3akpuTe
3acigaHHA

MenuyHuit BUCHOBOK
nepenaeTbca 6e3 3anuTy

MopyweHHS MegUYHOIT TAaEMHULL;
HenonyCTMMICTb AOKa3y

Mepenaya nuuwe 3a
MUCbMOBKM 3aMMTOM C/iAYOr0

O6roBopeHHs crpasu y
BiIKpUTOMY rpynoBoMmy
yari

BuTik 0o KpnBAHMKa abo 1Moro
OTOYEHHS

3aKpwuTi NPOTOKOAM
BHYTPILUHbOrO 3B13KY
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McuxonoriuHnin acnekT:

HekoHTponboBaHUM 0OMiH iHGOpPMALIE MiX BiAOMCTBAMW MOXE MaTU HEMpPSMUN,
ane CyTTEBUM BMAUB Ha AWUTHHY, LLO MOXe NPWU3BECTU A0:

— PYWMHYBaHHS NOYyTTS 6e3NeYHUX Mex;

— 3HWXXEHHS [,OBIpKU A0 AOPOCNIOrO;

- HebaXkaHHS CMiBNPALLIOBATHY 3 IHCTUTYLISIMK.
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BJIOK I
OSINT TA MDKBIOOMYA B3AEMOLIA

EdekTBHa BigNOBIAb HA 3104MHM NPOTU AiTel Nig vac 36porHoi arpecii Pocincobkoi
QPepnepauii npotn YkpaiHu notpebye 3narookeHoi MixKBiAOMYOI B3aEMOAIT, CMiNbHUX NPO-
TOKOJiB, EAMHMX CTAHAAPTIB 3aXMCTY KOHDIAEHLIMHOCTI Ta B3aEMHOI0 pO3yMiHHS ponew i
0OMeXeHb KOXHOro Ta KOXHOI 3 y4acHMKiB npouecy. KoXXeH Ta KOXHA, XTO KOHTAKTYE 3
LUTMHOIO, IKa Nepexunna BMMB BOEHHOTO 3/104MHY, MAE OyTU peTenbHO NiAroTOBNEHUMM,
a[ke HenpaBWbHI Aii, HABITb 3 HAWKPALWMMM HAMiIpaMUK, MOXYTb HEFATMBHO MO3HAYUTUCH
Ha ii cTaHi.

PO341J1 5. Ponb OSINT y po3cnigyBaHHi
3/104MHIB NPOTU AiTEN

5.1.MoHatTa Ta MmexXi OSINT

OSINT (Open Source Intelligence - po3Bigka Ha OCHOBI BIAKPUTUX OKepen) — ue
cucTeMatuyHMiM 36ip, aHanis Ta cuHTe3 iHbopMaLii, WO € 3aranbHOA4OCTYNHOK abo Moxe
ByTM OTpUMaHa neranbHUMKU MeToaaMu 6e3 MPOHUKHEHHS Y 3aXMULLEHI CUCTEMU YK MOpY-
LWEeHH$ 3aKOHOAABCTBA.

Y KOHTEKCTi po3cnigyBaHHA BOEHHMX 3n104nHiB OSINT oxonntoe:

- nybnikauii Ta noctu y couianbHux Mepexax (Telegram, Facebook, VKontakte,
Twitter/X, Instagram, TikTok);

- BipeoxoctuHru (YouTube, Telegram-kaHanu, Livelournal, VKontakte Bigeo);

— HOBMHHI nybnikauii Ta apxisu 3MI;

- YpSAO0BiI Ta odiLiMHI BeOCaNTU, AepXKaBHI PeECTpU;

- cynyTHMKOBI 3HiMKM (Google Earth, Maxar, Planet Labs);

- reonokauinHi gadi Ta kaptm (Google Maps, Yandex Maps, OpenStreetMap);

- HAYKOBIi Ta aKaAeMiyHi 6a3m gaHux;

- bopymu, bnoru Ta iHTepHeT-apxisu (Wayback Machine).

Berkeley Protocol (2022)

Berkeley Protocol on Digital Open Source Investigations, po3po6ne-
Hui YHiBepcuteTom KanidopHii (bepkni) Ta YBKIJT OOH, € Ha cboroaHi Ham-
Oinbl aBTOPUTETHUM MiXKHAPOAHWUM cTaHgapToM nposeaeHHs OSINT-poscni-
LyBaHb Anga uinen npasocynns. [NpoToKon MiCTUTb METOA0MOrYHI BUMOTM [0
360py, Bepudikauii Ta LOKYMEHTYBaHHS LMPpPOBUX BiAKPUTUX axepen. BiH €
000B13KOBMM OPIEHTUPOM AN BCiX, XTO 3aMMAETbCA LOKYMEHTYBAHHAM BOEH-
HUX 3104YUHIB.
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5.2. xxepena BiaKputoi iHdpopMmauili,
peneBaHTHI AN 3/104YMHIB NPOTH AiTei

Tun pxepena

LLlo Moxe micTutH

06epexHoCcTi

CouianbHi Mepe-
Xi (Facebook, VK,
Telegram)

[ToBigoOMNEHHA CBiaKiB,

$oTOo MicCLb NOAIN, BU3HAHHS
KPUBOHMKIB, OFONIOLWEHHS Mpo
nepemileHHs aiTen

BepudikyBaTv aBTEHTUUHICTb; 36epi-
raTm 3 MeTagaHMMU; He NOLMPHBaTH

BineoxoCTuHrm
(YouTube, Rutube)

Bineo obcTpinie, nponarax-
OWCTCbKi MaTepianu, Bigeo3a-
MUCK, KCKPiHM», POTO

3aBaHTaXyBaTK 3a 4OMNOMOroH0 cne-
LiaNbHUX iIHCTPYMEHTIB 3 MeTaAaHMU-
MU

OdiuirHi 3as8uM Ta
npec-KoHdepeHLii

Bu3HaHHS nocagoBux ocid
040 NpOrpam nepemilLeHHs
oiten

ApxiByBaTu y dpopmari, Lo niaTeep-
I)KYE aBTEHTUYHICTb

CynyTHUKOBI 3HIMKM

[o/nicnsa aTaku Ha WKonu/ni-
KapHi; Micug 36opy aiten

BukopucroByBatn nnathopmu 3 Be-
pudikauieto (Maxar, Planet)

CaiiTM yCMHOBNEHHS Ta
CoLMeEpeX. rpynu

OronoweHHs Npo «A0CTyn-
HUX» AiTen; GOTo He3aKOHHO
nepemilLeHnx aiten

36epirat HeramHo (canTu 3aKpuBa-
HOTbCS); HE B3aEMOLIATU

HoBuHHI apxisu (3MI)

Penoptaxi, WwWo nigTBepoxy-
I0Tb PAKTM Ta XPOHONOTi0
3/104YMHIB

BepudikysaTtu pxepeno; 36epiratu
OpUriHanbLHy Bepcito

@inbTpauinHi 6asm /
peecTpu

BigoMocTi npo npoxoaykeHHs
dinbTpauii, fatm, Micus

OTtpumyBaTh Yepes odiuinHi KaHanu
(ICRC, UNHCR)

5.3. Konu OSINT € Baxnusum

OSINT € 0cobAMBO LiHHUM Yy TaKMX CUTyaLLifX:

- BiACYTHICTb di3MYHOMO AOCTYNY A0 MiCUA 3/104MHY (OKYNOBaHAa TEPUTOPIS, aKTUBHI
6onosi aii);

- HEOOXiAHICTb BCTAHOBNEHHS KOHTEKCTY Ta XPOHOJOrii MOAin Yy AONOBHEHHS L0
CBig4eHb;

- NiaTBEpAKEHHS ab0 CNPOCTYBAHHS NOKA3aHb CBiAKIB Ta NiA03POBAHMX;

- iAeHTudikauis nigo3proBaHMX Ta BCTAHOBEHHS iXHbOI MPUYETHOCTI A0 KOHKpeT-
HMX NOAIN;

— BCTAHOBJ/IEHHSA MiCLLE3HAXO04KEHHSI NepeMileHnx aiten yepes nybnikauii y Bia-
KpUTUX IyKepenax;

— NOKYMEHTYBaHHS CUMCTEMHUX 3/104MHIB (HampuKnaa, Nporpam Agenoprauii), Wo He
3anMwWwakTb GQi3UYHUX CigiB.
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3ACTEPEXXEHHS cToCOBHO 31104MHIB NpOTH LiTeN:

Mpu OSINT-nowyky iHbopMaLii, NoBM3aHoi 3 AiTbMM, Cligunin abo fo-
CNIAHUK MOXEe HAaTpanuTK Ha MaTepianu, WO MakTb 03HAKKU AUTAYOT NOPHOrpa-
¢ii abo MaTepianiB cekcyanbHOI ekcnayaTauii.

Y takomy Bunagky KATETOPUYHO 3ABOPOHEHO 3aBaHTaxyBaTh Taki
MaTepianu abo 36epiratv ix Ha BnacHMX npuctpoax. HeobxigHo HeraHo 3adik-
cyBatn URL Ta MeTapaHi 6e3 BigkpuTTS MaTepianis i nepenatv iHbopMauito oo
cnewuianizoBaHoro nigposainy.
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PO34IJ1 6. Anroputm BukopuctaHHa OSINT

6.1. 3aranbHi NpMHLUUNK aNropUTMy

BukopucranHs OSINT y KpyMiHanbHOMY NpOBafXKeHHI MA€ BiANOBIAATM BUMOraM K
eeKTMBHOIo po3CNigyBaHHA, TaK i NPOLLECyanbHOr0 3aKOHOAABCTBA. byab-aka iHdopMauig,
3ibpaHa 3 BiAKpUTUX Axepen, wob cTat 4ONyCTUMUM A0KA30M, MOBMHHA NPOWTU NOBHUM
UMKN: Bif BUSBNEHHS — yepe3 Bepudikauio — oo npouecyanbHoro odbopmneHHs. Mponyck
ByLb-SKOro etany Moxe 3pobuTti A0Ka3 HepJonyCTMMMM abo HeHadiMHUM.

6.2. Etan 1: lNMowyk indopmauii

MiprotoBka A0 NoOWyKy

MNepep noyatkoM OSINT-nowyky HeobxigHO:

— YiTKO BU3HAUMUTU, IKY KOHKPETHY iHpopMaLito BK WwykaeTe (PakT, 0coby, Micue,vac);

- iAeHTUdiKyBaTM MMOBIPHI NAaTOOPMK Ta TUNK AXKepen;

- HanawTyBaTM poboye cepenoBuLLe: i301bOBaHMI Bpay3ep (Hanpwuknag, Firefox 3
nnarivammn OSINT), VPN (ona 6e3neku, a He g aHOHIMHOCTI), cneuianizoBaHi OSINT-iH-
CTPYMEHTH;

— BCTAHOBMTM YiTKi MeXIi NOLIYKY: WO € B paMKaX 3aBAaHHS, a WO — Hi;

- 3p0OUTU 3aNUC Y XXypHANI PO3CNiAyBaHHSA: ATy, METY, METOAM MOLLYKY.

IHCTpyMEHTH noLuyky:

- Google Dorks - po3wwnpenuin nowyk Google 3i cneuianbHMMKM onepaTtopamu.

- TweetDeck / Twitter Advanced Search - gng nowyky y coumepexax.

- Maltego - rpadiuHuit aHani3 3B3KiB MiXX JAHUMM.

- Shodan - nowyk y npuctposx, NigknoyeHnx o IHTepHeTy.

- IntelTechniques.com - Habip 6e3kowToBHUX OSINT-iHCTpYMEHTIB.

- Wayback Machine (archive.org) - apxisu Be6cTopiHOK.

- Bellingcat Online Investigation Toolkit - cneuianizoBaHi iHCTPyMEHTH A1 XXypHa-
nicTiB i cnigumx.

6.3. ETan 2: lNepBuMHHa nepeBipKa

He BCi 3HalaeHi MaTepiann € aBTEHTMYHMMK ab0 peneBaHTHUMMU. [TepBUHHA nepe-
Bipka nepenbaya€ TakKi KPOKK:

1. BusHauyeHHs TNy Ta N1aTPOPMM KOHTEHTY:

— CTAHOB/IEHHS NNATGOPMU MOXOOXKEHHS MaTepiany;

- Knacudikauis TMNY KOHTEHTY: NOCT, BiAe0, LOKYMEHT TOLLO.

2.MonepenHs ouiHKa AOCTOBIPHOCTI mkepena:

- nepesipka 0bnikoBoro 3anucy (sepudikauis, aTa CTBOPEHHS);

— @Hani3 icTopii aKTMBHOCTI aKayHTa;

- BiANOBIAHICTb TEeMATUKM Npo@dinto onybnikoBaHOMY KOHTEHTY.

3. [MepeBipka 4acoBMX AaHUX:

- aHani3 gatv Ta Yacy nybnikauii;

— BCTAHOBJ/IEHHS BiANOBIAHOCTI 3a8BEHOMY Yacy NoLii.
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4. BuasneHHsa 03HaK MaHinynauii:

- NepeBipka MeTaAaHMX Ha HeBiAMOBIAHOCTI;

- aHani3 03HaK pegaryBaHHs abo MOHTAXY;

— BUSIBIEHHSI pO36iXXHOCTEN Y BidyanbHUX AeTansix ¢oTo/Biaeo.

6.4. ETan 3: Bepugikauis

Bepudikauia - npouec niaTBepOoKEHHS aBTEHTUYHOCTI MaTepiany yepes
He3anexHi MeToam (reonokawisi, XpOHOMOris, MepexpecHi axepena)

Bepudikauisa € cepuem OSINT-mMeTogonorii. Matepian BBaXaeTbcs BepndikOBaHUM,
SKWO NiaTBEpAXEHI NPUHANMHI ABA HE3ANEeXHUX KpuTepii:

1. leonokauis — BCTAHOBNEHHS TOYHOrO MiCLSl 3MOMKM LUNSIXOM 3iCTaB/IEHHS Bi3y-
A/IbHUX OPIEHTUPIB i3 KapTOorpagiyHUMM AAHUMMU.

OpieHTnpu ong aHanisy: 6yaisni, penbed, LOPOXKHI 3HAKWU, POCSIUHHICTb.

[HcTpyMeHTH: Google Earth Pro, SunCalc (BM3HauYeHHS MONOXEHHSI COHLS/TiHI),
GeoGuessr ans npakTnku, Yandex Maps ans o6€KTiB Ha OKYMNOBAHIN TepUTOPiIi.

2. XpoHonoriga (aatyBaHHA) — BU3SHA4YeHHSA abo NiATBEepAXKEHHS Yacy 3WOMKM Ha oc-
HOBi CYKYMHOCTi O3HaK.

MeTtoam: aHani3 EXIF-meTagaHux anny; Ce30HHWIA CTaH POCTMHHOCTI; MONOXEHHS
coHUs Ta foBxXuHa TiHew (SunCalc); noroaHi yMOBM Ha AaTy NOAii; 3iCTaBNeHHS 3 HOBUHHMU-
MW NOBIAOMNEHHAMM Ta NybaikaLigMu.

EXIF - Exchangeable Image File Format - ctaHgapT 36epiraHHa MeTagaHux y
dannax 306paxkeHs.

MetapaHi - TexHiuHa iHpopmMaLis npo dann (aata/vac ctBopeHHs, GPS, asTop,
NPUCTPiN), aBTOMATUYHO 3anucaHa y dann.

MepexpecHa Bepudikauia — niaTBepaKEHHA OAHOrO i1 TOro camoro ¢akrty yepes He-
3anexHi mxepena.

[xepena nepesipku: iHWi GoTo abo Bigeo TOro camMoro Micus 3 pisHUX paKypcis;
cBigyeHHs oveBmauiB; odiuiviHi 38iTH; aaHi OSINT-opranisauin (Bellingcat, Molfar, rpynna
«CxeMa» ToLo).

Mpuknap, sepudikauii

Bigeo obcTpiny autayoro 6yamHky, BussneHe y Telegram-kaHani.

Kpok 1: leonokauis - 3ictaBneHHs suaummux dyaisenb 3 Google Maps
niaTBEpOXYE aapecy.

Kpok 2: XpoHonorisg — aHani3 TiHen Yyepe3 SunCalc BKa3ye Ha paHKOBUM
yac; nepesipka 3a WeatherSpark niatsepaxxye yMOBM OCBITNEHHS.

Kpok 3: lNepexpecHa BepudikaLisa — aHanoriyHe Bigeo 3HanaeHo y ABOX
iHWKX Telegram-kaHanax 3 pi3HUX KyTiB.

BUCHOBOK: reonokadis Ta XpOHONOris NiATBEPAXKEHI ABOMA HE3ANEeXHMU-
MW METOAAMM KOXKHA.
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6.5. ETan 4: Qikcauisa gokasiB

dikcauin € KPUTUYHUM eTanoM, WO NepeTBOPOE 3HAMAEHUIA MaTepian Ha NOTeHLin-
HWIN [OKas3.

Kntouosi Bumoru:

1. 36epertv opuriHanbHui dann 6e3 oaHnx Moamdikauin; yci noganbLwi aii — nuwe
3 KOMisIMu.

2. 3a¢dikcyBatn URL Ta MeTagaHi 3a 4ONOMOrow CrewuianizoBaHMX iHCTPYMEHTIB
(hunch.ly, Wayback Machine, Archive.is).

3. 06umncnunTm Ta 3adikcyBatun xew-cymy danny (MD5,SHA-256) ona niaTBepo)keHHs
HEe3MiHHOCTI.

Xew-cyma (Hash) - yHikanbHWit umMdpoBuin «BigdUTOK» danny, Wo AO03BONSE
NiATBEPAMTM MOTO HE3MIHHICTb. byab-gKa 3MiHa danny 3MiHIOE XeLww-cymy.

4. 3pobuTN NOBHMI CKPIHWOT CTOPiHKK 3 aaToto, URL Ta yacom 3MOMKM CKPIiHLIOTY.
5. 3anucartu naHutor ooctyny/36epiraHHs 40KasiB: XTO, KOM i 3@ SIKMX 06CTaBMH BU-
SIBMB Ta 3adikCyBaB maTepian.

6.6. ETan 5: lMpouecyanbHe opopmMneHHs

LUlo6 OSINT-matepian ctaB LONYCTUMUM O0KA30M Y KPUMiIHANbHOMY NPOBAAXKEHHI,
BiH Mae 6yTn opopmneHuit BignosigHo oo sumor KK YkpaiHu:

1. MpoTtokon ornany Be6-cTopiHkM abo enekTpoHHOro Aokasy (ct. 99 KI1K) - cknapa-
€TbCS CNIAYUM | € OCHOBHMM NPOLLECYaNIbHUM LOKYMEHTOM.

2. YxBana cnigyoro cyaai (y pasi HeobxigHocTi - ¢T. 162 KI1K) — ang oTpuMaHHs iH-
dopMauii Big nposarngepis abo nnatpopm.

3. 3anyyeHHs cneuianicta abo npu3HayYeHHs KOMMIOTEPHO-TEXHIYHOI eKCnepTm3n —
ONS CKNAAHUX TEXHIYHUX MUTAHb aBTEHTUYHOCTI LMGPOBMX AOKA3IB.

4. JonyyeHHs MaTepianis 4o CNpaBu y BUTNSAI pe40oBMX A0Ka3iB ab0 OKYMEHTIB (CT.
357 KTIK).
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PO3LIJ1 7. BukopuctaHHsa OSINT
0119 AOKA3yBaHHA OKPEMUX BUAIB 3/I0OUYMHIB

7.1. 3BepeHa Tabnuua OSINT-pokasiB 3a BUAAMU 310UMHIB

Bupa 3noumHy Hopma KK | OSINT-pokasu Metoau dikcauii Kntouosi
/M Anga cyny pusuKu
O6ctpinn un- | C1.438 KK; | Bigeo obcTpinis, hoTo 36epexeHHs opu- | MaHinynbo-
BiNbHMX 00€k- | cT. 8(2)(b) Micus go/micng, noctu y riHanbHoOro @aviny; | BaHi Bigeo;
TiB (wkonu, (i) Pum- couMepexax, oiLiNHi 3a- | Xew-cyma; CKpiH- Henpasu/b-
NniKapHi) CbKOrO CTa- | §IBW, CYMYTHUKOBI 3HIMKM wot URL; npoto- Ha reosioka-
TyTY KON Ornsgy enek- uig; BTpaTa
TPOHHOIO A0Ka3y MeTafaHnx
Henoptauia (1.438 KK; | Moctn nocaposBmx ocib 3 ApxiByBaHHS CTO- BupaneHHs
niten CT. 49 XKK- BM3HaHHAM, GOTO nepeBe- | piHKM Yepes, npum- OpuriHanise;
IV; ct. 8(2) 3€HHS LiTel, oronoweHHs | Mipom, Wayback 3MiHa onu-
(a)(vii) PC Npo «KYCMHOBNEHHS», Bige- | Machine; CKpiHWOT | cy; 3aKpuUTTS
03BiTK 3 TabopiB 3 URL; konisi Bifeo | CTOpiHOK
3 MeTafaHUMu
BukpaneHHs (1. 146-147 | Bineo 3aTpuMaHHs/ poTokon ornsaay AHOHIMHICTb
niten KK; cT.438 | 610KnocTiB, NOBIAOMNEH- | CTOpiHKM; 30e- CBiOKiB; He-
KK HQ CBIAKIB y cOLMepexax, | pexeHHs Bigeo; be3neka ang
LaHi GinbTpauiiHMX Npo- | reonokauis Micus xepen
uenyp 3MOMKM
Topriens gite- | C1. 149,169 | lNoBignoMneHHs CBiAKiB, HeraiHe apxiBy- Lenaoke
MM Ta iHWi KK; laa3bka | oo, Bigeo, OronoweHHs BAHHS; CKPiHLWOTH BUOANEHHS
dopMu ecnny- | KOHBEHLS | Ha CalTax YCUHOBEHHS, 3 URL; meTapaHi CTOPIHOK;
artauii (1993) ny6nikauii npUMMOMHUX ¢doto (EXIF) 3MiHa oco-
cimen 3 oTo, AaHi aep- 6ucTMx na-
XpeecTtpis PO Ta iHwa HWUX OiTen
iHbopMaLig
CekcyanbHe (r.438 KK; | lNoBigomMneHHs CBiaKiB, CyBopwit npoTo- ABCOJNOT-
HaCMNbCTBO cT. 8(2)(b) LOKYMEHTU MeaUYHUX KOJ1; 3a/1y4YEHHS HA koHdi-
CHNK (xxii) PC OpraHi3auin, aHani3 nepe- | cnewuianicra; »oa- OEHLiMHICTb;
MiLLEeHb Mig03pHOBAHNX HUX Nyonikauin HISKUX Ny-
bnikauin
BukopwucrtanHg | C1.438 KK; | MNMponaraHguctcoKi Bigeo, | ApxiByBaHHS 3 Me- | [NoBTOpHa
Aiten y npona- | ct. 8(2)(b) ny6nikauii nepx 3MI, TagaHumu; HE NO- | TpaBmaTtu-
raHai (xxvi) PC cBifyeHHs aiten nig npu- | LUMPIOBATU cami 3auig; ineH-
MYCOM BigEeo TMdikauis
oiten
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7.2. DetanbHuit aHanis OSINT-aokasiB aenoprauii aiten

Ockinbkn penopTauis AiTel € OOHIE 3 HaMOINbW 33a40KYMEHTOBAHUX KaTeropin
37104MHIB Ta nepebyBae y dokyci poscniayBaHb MKC, gouinbHO po3rnaHyTM 0cobaMBOCTI
3actocyBaHHa OSINT-meTogo0n0rii Ang ii LOKYMEHTYBaHHS.

7.2.1. OiuiiHi 3a9Bm K pyKepeno AoKasis

My6niyHi 3a98M nocaposux ocib Pociricbkoi Menepauii, 30kpema ii npesugeHTa ny-
TiHa, CTAHOBNSATb BAXX/IMBE A)KEPENo A0Ka3iB, WO NiATBEPAXYHTb YMUCEN | CUCTEMHUM Xa-
pakTep 3/104MHY. 30KpEMa, 3aBa MYTiHA NPO TaK 3BaHUIM «MOPATYHOK» YKPAiHCbKUX AiTeN i3
NoAanblUMM iX nepemilweHHsaM ao cimen y Pocincbkoi Depepalii MOXyTb po3rnsaaaTmcs K
CBiAYEHHS LiNnecnpsiMOBaHOI MONITUKMW.

Qikcauia Takmnx 3asB8 nepenbdayace 36ip i 36epexxeHHs:

- odiuinHUX Bigeo3anuciB (3okpeMa npeckoHdepeHLin, onpuntogHeHmx Ha kremlin.
ru) 3 nofanbwmMm apxiByBaHHAM (Hanpuknag, yepe3 Wayback Machine);

- nybnikauin B oQiLiMHMX aKayHTax y CoLianbHMUX Mepexax;

— HOBMHHMX MaTepiaiB i3 TEKCTOBMMM LUTATaMM.

KoxxHa Taka 3asBa MOXe BUCTYNaTM [LOKA30M HASIBHOCTI ymucy (mens rea) y posy-
MiHHI npakTtukmn MKC.
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PO341J1 8. PoboTa 3 undposmMMmM A0Ka3aMu

8.1. MetapaHi 9K pokasoBa 6a3a

MeTagaHi - Ue «AaHi Npo AaHi», TeXHiYHa iHdOopMaLig, aBTOMATUYHO 3anMcaHa Y
dann nig Yac MOro CTBOPEHHA Ta penaryBaHHA. Y KOHTEKCTI uM@PpoBMX A0Ka3iB MeTafaHi
MOXYTb MiCTUTU:

Bup MetapaHux | [e 36epiratotbca o noBoaatb

EXIF-paHi doto- | BcepenmHi dariny 306pa- [ata i yac 3romku; koopamHatu GPS; mogenb
rpadiv XeHHs (jpg, tiff) Kamepu/Tene@oHy

MeTagaHi Bigeo- | 3aronoBok Bigeodanny [ata ctBopeHHst; GPS-koopanHatu; TpuBa-
dannis (mp4, avi, mov) NiCTb; pO34iNbHA 34aTHICTb

MeTtagaHi ooky- | Y ¢popmatax PDF, DOCX, ABTOp; OpraHizauiq; nata CTBOPEHHS Ta pe-
MEHTIB XLSX [aryBaHHs; Bepcii

HTTP-3aronos- | Ha cepsepi Bebcanty [ata ny6nikauii; IP-agpeca; reonokauia cep-
K1 BeOCTOPIHOK Bepa

MeTtagaHi co- Ha cepsepax nnatdopmu TouHmi yac nybnikauii; ID npucrpoto; reorter;
uMepex IP-appeca nybnikauii

BaxxnuBo: MeTagaHi 36epiratotbca nuwe y Garni B opuriHanbHomy dopmari. byab-
sike nepeTBOpeHHs (3MiHa dhopmarTy, pefaryBaHHs, NOBTOPHe 306epexeHHs, HAACUNAHHS Ye-
pe3 MeceHaXep) 3HMLLYE abo 3MiHIOE MeTafaHi. ToMy nepLuoto A€ Npy BUSABNEHHI NOTEH-
LiMHOro AoKa3ly Ma€e byTn 36epexXeHHs1 OpUriHaNbHOro Ganny y He3MiHHOMY BUMNSLI.

8.2. JlaHutor 36epiraHHe A0KasiB

JNaHutor 36epiraHHsa pokasis (chain of custody) - ue 3ag0KyMeHTOBaHa NOCNIAOB-
HiCTb BCiX OCi6, W0 Manu fOCTyN A0 AOKA3y Bif, MOMEHTY MOro BUSIBNIEHHS O MOMEHTY Npea-
CTaBNieHHs B cyai. [NopyweHHs naHutora 36epiraHHa MoXe NpU3BEeCTU 40 BM3HAHHS A0KA3Y
HegonyCTUMUM.

Bumorn no naHutora 36epiraHHs uMdpoBmMx AOKA3IB:

— [LOKYMEHTYBAHHS BUSIBJIEHHSI: XTO 3HAWLIOB, KOMK, Ae, 3a 9KMx 06cTaBuH, URL/wnsx
no danny;

- 06uncneHHs xew-cymu (MD5, SHA-256) opuriHanbHoro danny o 6yab-aKkux Ain
3 HUM;

- 30epiraHHsa opuriHany y He3aMiHHOMY BMIa4i; BCi noganbuwi Aii — nuwe 3 sepudi-
KOBaHUMMU KOMiSIMU;

— pEECTpaList KOXKHOI Aii 3 4OKA30M: XTO, KOMK, Lo 3pobuB, gka MeTa;

- 30epiraHHs y 3axu1LEeHOMy cepefoBuLLli 3 0OMexXeHUM AOCTYNOM;

- MOBTOPHA NepeBipKa Xew-CcyMu nepepn noAaHHAM A0 cyay.
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8.3.Miarotoska marepianiB anga cyay

MNpu nogaHHi LMPpPOBMX AOKA3IB A0 Cyay HeobxigHO nigroTyBaTu:
— NPOTOKON OrNSAY eNeKTPOHHOro A0Ka3y 3 AeTa/lbHUM ONMUCOM MaTepiany, MeToaiB

MOro BusIBNEeHHS Ta dikcauii;
— TEXHIYHMI 3BIT cneuianicta abo BUMCHOBOK KOMMIOTEPHO-TEXHIYHOI eKCnepTu3u,

WO NiATBEPAXKYE aBTEHTUUYHICTb MaTepiany;

— [OKYMEHTALLit0 NaHLUora 36epiraHHs: XTo, KOMW i 9Ki AiT BUMHAB 3 MaTepianom;

— OpuriHanbHUM UMHPOBUIM HOCIM abo BepudikoBaHYy KOMild 3 NigTBEPAXKEHOI
XeL-CyMolo;

- pe3ynbTaT reocnoKauimHoro Ta/abo XpoHONOriYHOro aHanisy y dopmi 3po3yminoi
ONS Cyay npeseHTauii.
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PO34I/1 9. MixBiaomM4a B3aeEMOLiS
y CrpaBax Woao AiTen

3aKOHHI NpeACTaBHUKM Ta NpPeACTaBHULI AUTUHU — BATbKKM, YCMHOBUTENI,
6aTbKM-BUXOBATENI, NPUMOMHI BAaTbKKU, NATPOHATHI BUXOBATENi/bKK, OMiKYHWU/KMU,
NiKNyBaNbHWKW/Li, NpeacTaBHUKM/HULI 3aKNaL4iB, SKi BUKOHYIOTb 0O0B3KM Oni-
KYHIB/HOK i MiKNyBaNbHMKIB/Lb (KpiM 0Ci6,n036aBAEHMX CTOCOBHO AUTUHM BATb-
KIBCbKMX MpaB, @ TakoX 6abyci, aiayci Ta iHWi poamyi, HaBITb SKLLO BOHM MpPO-
XMBAKTb Pa3oM 3 AUTUHOLO, BUXOBYHOTb i, IKLLO BOHWU HE € OMiKYHaMU AUTUHM).

BignosiaHo no cratTi 1 3akoHy Ykpainu «[Tpo 6ixeHuis Ta 0cCib, siki no-
TpebytoTb 404ATKOBOIMO abo TMMYACOBOro 3aXMUCTy», 3aKOHHUMU NPeACTaBHUKA-
MW OUTUHW, PO3/Ty4EHOi i3 CIMEK € — OpraH OMiKM Ta NiKAYBaHHS, OMNiKyHM Ta
NiKNyBaNbHUKKU, MPU3HAY€EHI BIANOBIAHO A0 3aKOHOAABCTBA YKpaiHM, NPUIMOMHI
6aTbku, 6aTbKM-BUXOBATENI, NTATPOHATHI BUXOBAaTeNi/HMLI, aAMIHICTpaLia 3akna-
Ly OXOPOHM 34,0p0BS, HABYANIbHOMO ab0 iHLOro AUTSYOro 3aKnaay.

3aKOHHWMM NpeacTaBHUKAMU/HULSMM 0COOM Bikom Ao 18 pokiB — ogmH
3 6aTbKiB, yCMHOBUTENIB, Ai4 44 6aba, MOBHONITHI BpaT UM CcecTpa, OMiKyHU Yu
NiKNYyBaNIbHUKK, NPU3HAYEHi TakKnMu 00 npubyTtTa B YKpaiHy, abo iHWa noBHO-
NiTHA 0c06a, sika o NpubyTTa B YKpaiHy A0OPOBIIbHO YK B CUATY 3BMYAID KPaAiHM
NOXOAXKEeHHS B3sia1a Ha cebe BiANOBIAANbHICTb 32 BUXOBAHHA AUTUHW.

9.1. YyacHuKM Ta yyacHUUi
MiXKBiAOMUYOi B3aeMoaii Ta ixHi poni

EdektuBHe po3cnigyBaHHa 3104nHiB Pocincbkoi Penepauii npoTu yKpaiHCbKUX Ai-

Tel BMMArae 3narogeHoi poboTu WKMpoKoro Kona cybekTiB. BiacyTHICTb KoopAMHaLLii Mix
HAMMW NPU3BOAMTL A0 AYOMOBAHHA Ta, WO HAMBAXKIMBILIE, 4O NMOBTOPHOI TpaBMaTM3auii

OUTUHM.

CyOekr

OcHoBHi (yHKLUii y cnpaBax woao
niten

KniouoBi o6MexeHHs

HauioHanbHa noniuis
/ cneuianizoBaHi nia-
po3ainu

loyaTkoBe LOKYMEHTYyBaHHS, 30ip
[0Ka3iB, 3aTPUMaHHA Nif03PIOBAHUX,
OSINT-nowyk

He npoBoaaTb TepaneBTUYHI
iHTEpB'lo

Odic leHepanbHoro
npokypopa / HOse-
HaNbHa NpokypaTypa

[MpouecyanbHe KepiBHUUTBO CNia-
CTBOM; MiATPUMAHHS 0OBMHYBAYEHHS;
B3aemogia 3 MKC

MpiopuTeT iHTEpeCiB AUTUHU
Hag, CTPOKAMM; Y3rOAKEHHS
BCiX JONuUTIB

Cnyx6a y cnpasax
niten / OpraHu oniku

3axuCT iHTepeciB AMTMHM; 3abe3ne-
YEHH$ TUMYACOBOr0 BNALUTYBAHHS,;
topUaNYHE NpeacTaBHULTBO

KoHdigeHUiMHICTb YCiX AaHUX;
obmexeHHs1 3MI-pgocTyny

MeamMyHi NpauiBHMKK
/ CyomepekcnepTu

MeaunuHe LOKYMEHTYBAHHS TPaBM;
CY[LLOBO-MEMYHA eKCMepTH3a; BUCHO-
BKM ANs cyay

MeamyHa TaEMHULA
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Mcuxonorm / ncmuxo- OuiHKa NCMXONOriYHOro CTaHy AUTK- CyBOpe AOTPUMAHHS €TUUYHUX
TepanesTH HW; NiArOTOBKA A0 OMWUTYBAHHS, OMK- CTAQHAAPTIB; NepLIoYeproBicTb
TYBaHHS Ta NCMXOJIOTIYHA NiATPUMKA HaMKpaLMX iHTepeCiB AUTUHM
nig 4ac gONuTIB / MCMXONOrivyHa pea- | OAUTMHM Hapd noTpebamum cnia-

GiniTauis cTBa
CouianbHi cnyxou Kpu130BWii MEHEOKMEHT; peiHTerpa- O6MexeHun pocTyn Ao mate-
(LHAN, LCCCOM) Lif; OLiHIOBAHHSA NOTped AUTUHM Ta ii | pianiB NpoOBadXKEHHS

CiM’i, HaJaHHS couianbHUX Ta/abo aa-
MiHICTPAaTUBHUX NOCAYT CIM'T AUTUHU

MixHapopaHi opra- TexHi4YHa NiATPUMKA AOKYMEHTY- BnacHi npotokonu KoHdifeH-
Hizauii (HOHICED, BaHHS; 3aXMUCT; 6asa AaHUX 3HUKIUX LiMHOCTI; HEMTPanbHICTb Aes-
YBKIJ1, ICRC, IOM) oiten KMX OpraHisauin

HYO, wo nokymeHTy- | OSINT-mOoKyMeHTyBaHHS; apxiBu; nia- | He MatoTb cnigunx noBHoBa-
tOTb BOEHHI 3/104MHM | TPUMKA MiArOTOBKM CMpaB YeHb; CyBOpEe AOTPUMAHHS

NPOTOKONIB KOHDIAEHLIMHOCTI

9.2. MpuHuMNK KoopauHauii

EdexkTnBHA MiXKBIAOMYA KOOPAMHALIS Y CpaBax NPO 3N104YUHMU NPOTH AiTen 6asyeTb-
€S Ha TaKMX NPUHLMNAX:

- €0MHa TOYKa KOOPAMHALIT: MPU3HAYEeHHS] KOHKpPEeTHOi 0cobu (kenc-meHepxepa /
KypaTtopa), BiANOBiAaNbHOT 338 KOOPAMHALLIKO BCiX B3AEMOAIN MiX BiAOMCTBAMM.

- [pUHUMN MiHIManbHUX iHTEpB'o: AMTUHA npoxoauTb nuwe OLOWMH cninbHui po-
MWT, 32 NPUCYTHOCTI CrewianicTa Ta NnpeacTaBHMKa NpoKypaTypw, 3 Bigeodikcauieto (bapHa-
XyC-CTaHaapT).

- 3axuweHnin iHbopmaLiiHMi NpoCTip: €AnHA 6a3a AaHUX 3 PO3MEXYBAHHAM MpaB
LOCTYNy NS KOXKHOIO y4aCHMKa.

- PerynqapHi koopAuMHaLiiHi Hapagu: MiX yciMa cybEKTaMKn 3 LOTPUMAHHAM NPOTO-
KONy KOH®IiAEeHLIMHOCTI.

- baxxaHO NUCbMOBI NPOTOKOAM B3AEMOAIT: YiTKe 3aKpinaeHHs pofiei, NTOBHOBAXEHb
Ta 0OMeXeHb KOXHOr0o y4acHMKa.

bapHaxyc-mopenb

BapHaxyc (Barnahus, «byauMHOK AUTUHU» B nepeknaji 3 icnaHACbKOro) —
MoAeNb KOOPAMHOBAHOIO pearyBaHHsl Ha 3/I04MHU NPOTU AiTel, po3pobneHa B
lcnanaii y 1998 p. Ta apantoBaHa y BinblIOCTi CKAaHAMHABCbKMX KpaiH. Knto-
YOBMM NMPUHLMN: AUTUHA HE NEPEXOAMTb Bif YCTAHOBM A0 YCTAHOBM — YCi He-
0b6xigHi daxisui (cnigumit, NpoKypop, NCUXONOT, MeaMK, CoLianbHUI NPaLiBHUK)
36MpaoTbCA B OAHOMY MiCLi | AUTMHA MPOXOAUTL ULIE OOMH AONUT Yy Be3neyHin
obcTtaHoBLi. B YkpaiHi npoBaaxeHHs bapHaxycy Binbysaerbca 3 2021 p. 3a nia-
TPUMKM MiXKHAPOAHMX NMPOEKTIB.
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9.3. Anroput™m B3aemogaii
Npu1 BUSIBJIEHHI NOCTPaXKAanoi AUTUHU

- BuasneHnHs (0-2 rop): nepBMHHA OUiHKA 6e3neku, BUKNUK cnewianictie, 3abesne-
4yeHHs1 6e3nekn);

- OnepaTmBHa OUiHKA (B0 72 roA): OuiHKa CTaHy, nepLlia NCUMXonoriyHa Aonomora,
MPU3HAYEHHS NCUXON0ra, NEPBUHHUIA CKPUHIHT;

- KoopauHauig (8o 5 AHIB): BU3HAYEHHS NNaHy B3aEMOAIT Ta ponen ycix cy6 eKTiB,
npeacTaBAeHHS NCUXONONOM peKOMeHAAUiM No B3aEMOAIT 3 AUTUHOLD;

- [liarotoBKa AUTUHM A0 ONUTYBaHHSA (MOSICHEHHS AMTWUHI/3aKOHHOMY NpPeaCTaBHM-
Ky/NpeactaBHULI AUTUHU npoLecy, cTabinizauis NCUXONOriYHoro cTaHy)

- ONUTYBaHHA AUTUHM (338 METOLAMKOK «3efeHa KiMHaTay, Mmoaennto «bapHaxycy, 3
Bigeodikcauieto npouecy);

- MeauyHe Ta NCMXoNOoriyHe CynpoBOMKEHHS: CTabini3auis, 3BiTyBaHHS.

- 36ip OSINT Ta cyMi>KHMX [,0KA3iB: MapanenbHo 3 AONUTOM, o6 BepudikyBaTu no-
Ka3aHHS Ta LONOBHUTK A0KA30BY 6asy.

- 3axuCT Ta peiHTerpavis: nigTpMMKa AUTUHU Ta POAMHM MPOTArOM YCbOro MpoBa-
[KEHH$ Ta Nicns HbOro.

9.4. Anroput™ MiXXBiZOMUYOiI B3aEMOAii
npu BUSIBNEHHI AUTUHMU, KA NOCTpaXKaana
a60 Morna nocTpaXkaaTu BHACNIAOK BOEHHOIO 3/I0MUHY

1. BusiBneHHs ouTHHM Ta 3a6e3neyYeHHs HeBiAKNaaHOiI 6e3neku

Kum 3piiicHIOETBCA: NpeacTaBHUMKAMKM TYMaHITapHUMX OpraHisauid T1a 6yab-aKuM
CcyOEeKTOM BUSIBNEHHS Ta/abo opraHisauii couianbHOro 3axucTy Aiten, ki nepebyBatoTb y
CKNAOHMX XXUTTEBUX 0OCTaBMHAX.

Baxxnuso!

BignosigHo no lNopsiaky 3abe3neyeHHs CouianbHOrO 3axXmcCTy AiTen, ki nepebysa-
0Tb Y CKNAAHMX XXUTTEBUX OOCTABMHAX, y TOMY YMCAI AiTEN, SKi NOCTpaXKAANM Bif, XKOpCTo-
KOro MOBOOXKEHHS, 3aTBepakeHoro nocraHosoto KMY Big 01.06.2020 p. N2 585, cy6ektamu
BMSBNEHHS Ta/abo OpraHisauii couianbHOro 3axucTy AiTen, ski nepebyBatoTb y CKNAQHMX
XUTTEBUX OBCTaBMHAX, € OpraHu Aep>KaBHOI BNaaM, OpraHM MiCLEeBOro CaMoBpSAyBaHHS,
3aK1aan OCBITU, OXOPOHM 340POB', COLIA/IbHOr0 3aXMCTY HACENIEHHS, iHWI 3aKnaam Ta ycra-
HOBM, 30KpeMa CTPYKTYPHi NigpO34inu AepXKaaMiHICTpaLiM Ta BUKOHABYMX OPraHiB pag 3
MUTAHb OCBITU, OXOPOHM 340POB*, COLIAaNbHOMO 3aXMUCTY HACENEHHS, 3AiACHEHHS 3aX04iB Y
cdhepi 3ano0biraHHs Ta NPOTUAIT 4OMALWHBOMY HACUNBLCTBY | HACMNBLCTBY 3@ O3HAKOK CTaTi
TOWO, CNyXbM y cnpaBax AiTen, LEHTPU COLianbHUX Cyx6, daxiBui i3 couianbHOi poboTH
abo iHWi HagaBaui couianbHMX NOCAYT, opraHM HauioHanbHOT noniuii, TepuTopianbHi OpraHu
NCHC ta nignopsagkoBaHi Nigpo3ainu, cnewianizoBaHi yCTaHOBM 3 HagaHHA 6e3onnatHoi
NepBUHHOI NPABOBOI AOMOMOIM, perioHasbHi Ta MiCUEBI LEHTpM 3 HafdaHHs 6e3onnaTHoi
BTOPMHHOI MpaBOBOi A0OMOMOrM, 610po NpPaBOBOiI AOMOMOIMM, CyAM, OPraHyW MPOKypaTypw,
YMOBHOBAXEHi OpraHu 3 NuTaHb Npobauii, iHWi 3aranbHi Ta cnewianizoBaHi cnyxou nia-
TPUMKM 0Ci6, NOCTpaXKAANMX Bif, AOMALWHBOIO HACMABLCTBA Ta HACUIBCTBA 3@ O3HAKO CTaTi.
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OcHoBHi paii:

- OuiHKa 6be3nocepenHix 3arpo3 XWTTIO Ta 340POBt0 AUTUHM;

- 3abe3neyeHHs Pi3nyHOi 6e3nekn AUTUHMU;

- MOBiAOM/IEHHS YNOBHOBAXEHUX OpraHiB;

- OpraHi3auia HeBigKnagHOI MeguyHOoi 4OoNoMOorM 3a notpebw.

PesynbTar etany: outnHa nepebysac y 6esneyHoMy cepenoBuLLi, iHpopmaLis nepe-
[aHa BigNOBIAHWUM cnyxbaMm.

2. MepBuHHA MiXXAUCUMNNIHAPHa OLiHKA NOTPe6 AUTUHM

KuM 34iMCHIOETBCA: NCMXONOIOM, COLiaNIbHUM NPALIBHUKOM, NPeACTaBHUKOM CITyX6u
y CNpaBax Aiten, MeANYHUM NPaLiBHUKOM (33 noTpebu).

OcHoBHi paii:

- OUiHKa (i3MYHOro Ta NCMXONOTIYHOIO CTAHY AUTUHM;

— BUSIBNIEHHS HaranbHMX NOTpeo;

- HaJaHHS NepLwoi NCMXOOriYHOT AONOMOrH;

- BM3HA4YeHHS NoTpebu B MeANYHOMY BTPYYAHHI;

- 36ip 6a30Boi iHdhopMaLii Npo 06CTaBMHM NoLii.

Pesynbrar eTany: chopMOBaHO NepBUHHE PO3YMiHHS NOTPEO AUTUHM Ta BU3HAYEHO
HeobXiAHi 3axX04AM MiATPUMKM.

3. Mpu3HaueHHs KOOpAMHATOpa BUNAAKY Ta OpraHisauis MidKBiaomMuyoi B3aemogaii

Kum 3piiCHI0ETBCA: OpraHOM, BiANOBIAANbHMM 33 3aXUCT NPaB AUTUHM (3a1EXHO Bif
ob6cTaBMH — cnykba y cnpaBax AiTen, opraH 4OCyA0BOro po3ciigyBaHHa abo Mixaucumnii-
HapHa KOMaHAaA).

KoopauHauisa 3a6e3nevyerbcs WASXOM:

- BM3HA4YeHHS BiANOBiAaNbHOT 0COOM (KOOpPAMHATOPA BUMNAAKY);

- MPOBEAEHHS MiXBIAOMYOI Hapaau;

— Y3rO4)KEHHS ponew BCixX 3anyvyeHnx daxisLis;

— BU3HAYEHHS €EAMHOrO NnaHy poboTu 3 AUTUHOI;

— YHUKHEHHS Ayb6/110BaHHS ONMTYBaHb Ta MOBTOPHOI TpaBMaTm3auii.

PesynbTar eTany: 3aTBepa)KeHO NiaH B3aEMOAIT Ta BU3HAYEHO BiANOBiAANbHMX OCi6.

4.MiproroBKa AUTUHU A0 NPOLECYaNnbHUX AN

Kum 3piiicHI0ETBCA: CNigYMM, MPOKYPOPOM, NCUXOSIOMOM, iHWMMKU YNEeHaMU MiXKANUC-
LUMNIIHAPHOT KOMAHAM.

OpraHisauiitHo-npouecyanbHa nNiaroToBKa:

- BU3HAYEHHS Yacy, Micusa Ta dopMaTy NpoBeAeHHS ONUTYBAHHS;

- 3abe3neyeHHs obnawTyBaHHa 6e3neyYHoro Ansg AUTUHU NPOCTOpY (NMPOrHO30BaHO-
ro, NiAroToBAEHOro, KOMPOPTHOro, 6€3 MOXKIMBOCTI BTPYHYaHHS CTOPOHHIX 0Cib) ;

- opraHi3auig Bigeodikcauii;

— Y3rOAKEeHHS y4acTi BCiX HeobXiaHnx daxiBLiB;

— BU3HAYEHHS nepeniky NMTaHb Ta NOPSAKY iX MOCTAHOBKMU;

— 03HaMOMJIEHHS! 3aKOHHOrO MNpeacTaBHMKA 3 O0COBAMBOCTSMM MPOBELEHHS MPO-
uenypu.

McuxonoriyHa nigroroska:

— OLLiHKA NCMXONOTIYHOrO CTaHy ANTMHM Ta ii TOTOBHOCTI A0 Y4YacTi B ONUTYBAHHI;

- BUSIBNIEHHS PAKTOPIB, AKi MOXYTb YCKNAAHIOBATU KOMYHIKALitO;

- HagaHHSA AUTUHI 3pO3yMiNoi iHpopMaLii Npo npoueaypy;

- 3aCTOCYBaHH$ TeXHiK cTabinisauii eMOLiMHOro CTaHy;

- HagaHHSA peKoMeHAauin Wwoao 0cobnmMBoCTen B3aEMOAIT 3 KOHKPETHOK OUTUHOLO.
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Pesynbrar etany: ctBopeHo 6e3neyHi yMOBM ANs MPOBEAEHHS ONUTYBAHHS 3 ypaxy-
BAHHAM BiKYy, NOTpeb Ta CTaHy AUTUHM.

5.MpoBeneHHs ONUTYBaHHA AUTUHU

Kum 3piicHIoeTbCs: 6e3nocepefHbO NCMXOOMOM 33 YYaCTHO iHWWMX YYACHMKIB, ne-
penbavyeHnx BUMOraMm YMHHOIro0 3aKOHOAABCTBA.

OcHoBHi paii:

- NPOBELEHHS ONUTYBAHHS Y APY>KHbOMY A0 AUTUHU CEpefOBULL;

- BUKOPUCTAHHSI METOAMKM «3eneHa KiMHaTa», Mmogeni «bapHaxycy;

- Bigeodikcauis onuTyBaHHS;

- MiHiMi3aLis KiIbKOCTi NMOBTOPHMX AOMUTIB.

PesynbraTt eTany: oTpvMaHO npouecyanbHO AOMYCTUMI CBIAYEHHS OUTUHM i3 MiHi-
ManbHUM PU3MKOM peTpaBmaTu3aLlii.

6. MapanenbHe AOKYMeHTYBaHHA Ta 36ip AOKasiB

Kum 3picHI0€TBCA: CnigumMun, npokypopamu, OSINT-aHaniTMkamu, ekcneptamu Ta
iHLWKMMM YNOBHOBAXXEHUMU CYyDEKTAMM.

OcHoBHi paii:

- 30ip uMPpPOBMX, 4OKYMEHTANbHMX Ta PE4YOBUX LOKA3IB;

- aHani3 BiAKpUTUX oxepen iHpopmalii;

- nepeBipka Ta BepudikaLis OTpUMaHMUX CBiAYEHD;

- popMyBaHHS LiNiCHOI fOKA30BOi 6a3w.

Pesynbrar etany: niatBepaXeHHs abo yTOYHEHHS BiAOMOCTeN, OTpMMAHMX Mif Yac
OMUTYBAHHS AUTUHM.

7. Meau4HM, NCUXONOriYHUM Ta COLianbHUI CynpoBia,

Kum 3piicHI0ETBCA: NCMXONOraMm, MEAUYHUMU NPALiBHUKAMM, COLLIQIBHUMM CNYXK-
6amu, cnykbamum y cnpasax giten.

OcHoBHi paii:

- KpU30Ba Ta AOBrOCTPOKOBA NCUXONOriYHA NiATPUMKA;

- MegM4yHa gonomora Ta peabinitauis;

- OLiHKA 3MiH Yy CTaHi AUTUHM;

- MiATpUMKA CiM’i ab0 3aKOHHUX NPeaCTaBHUKIB.

Pesynbrar eTany: 3abesneveHo 6e3nepepBHUI CynpoBiA Ta BiAHOBNEHHS Gnarono-
Ny44s OUTUHW.

8. 3axucT npaB AUTUHM Ta peiHTerpauis

Kum 3piliCHI0ETBCA: OpraHoM, BiANOBIAANbHMM 33 3aXUCT NPaB AUTUHM (3a1EXHO Bif
0o6cTaBMH — cykba y cnpaBax AiTen, opraH 4OCyA0BOro po3ciigyBaHHa abo Mixgucumnii-
HapHa KoMaHaa).

OcHoBHi paii:

— MOHITOPUHT AOTPMMAaHHS MpaB Ta HAWKPALLUX iHTEpeCiB OUTUHMU;

- MiATPUMKA Nif Y4aC KPUMIHANbHOIO NPOBALKEHHS;

— CMPUSHHS MOBEPHEHHID [0 HAaBYaHHA, COLianbHOro CepeaoBMLIA Ta 3BMYHOIO
XUTTS;

- OpraHisauis LOBroTpMBanoi NiATPMMKM 32 NoTpedu.

Pesynbrar eTany: BigHOBNEHHS Big4yTTa 6€3neku, couianbHOro GyHKLiOHYBaHHS Ta
CTabINbHOCTI XUTTA OUTUHMW.
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PO341J1 10. MPAKTUYHI IHCTPYMEHTU

10.1. Yek-nuct sukopuctaHHs OSINT (npnbansHuif)

v | YEK-JIUCT: OSINT-po3cniayBaHHA y cnpaBax Npo 3/I04MHKU NPOTH AiTel

00 | BU3HaYeHO KOHKpEeTHY MeTy NOLYKY Ta LLO CaMe LIYKAETe

L] | BctaHoBneHo i3onboBaHe poboye cepenosuiue (okpemuit 6paysep, VPN, 3Heocobne-
HWIM aKayHT)

L] | XXopgHux nepcoHanbHUX akayHTiB He BUKOpUCTOBYETbCA Anst OSINT-nowyky

L1 | Bci aii dikcyroTbCa y )XypHani po3cniayBaHHs (4arta, yac, MeToA, pe3ynbrar)

L1 | NMpu BugBneHHi Matepiany: nepw 3a Bce 3adikcyBatn URL Ta MeTapaHi (Lo 3aBaHTa-
XEHHS)

0 | Xew-cyma dariny obumcneHa 1a 3anmcaHa NEPEL 6yab-akumu gismum

O | OpuriHanbHUi dain 36epexxeHunin y HE3MiHHOMY BUMNAAI Ha 3aXMULLEHOMY HOCIi

L] | NMpoBeneHa reonokadiriHa BepudikaLis (3icTaBNEHHS 3 CYNYTHUKOBUMM 3HIMKaMM)

L] | NMpoBeneHa xpoHonoriyHa Bepudikauia (aHanis TiHen, MeTaaaHi, NnepexpecHi axe-
pena)

L1 | MaTepian nigTBepAXXeHWUI MiHIMYM ABOMA HE3aNeXHUMU DKepenamm

L1 | CknageHui NpoTOKON OMNsSAY eNeKTPOHHOro A0Ka3y BianosigHo ao ct. 99 KK

L] | 3anyyeHwnit cneuianict abo npusHaveHa ekcneptnsa (y pasi CKNagHUX TEXHIYHMX NK-
TaHb)

00 | NaHutor 36epiraHHA fOKa3iB 3a40KYMEHTOBAHMI Bi MOMEHTY BUSIB/IEHHS

L1 | MaTtepianu, wo ineHTMdikyoTb antuhy, HIKOJIV He nepepaBanncs He3axuLLEHUMMU
KaHanamu

L1 | byab-aki Matepianu i3 CRSV-KOHTEHTOM nepefaHi A0 cnewianizoBaHoro nigpo3ainy
6e3 3aBaHTaXKeHH$

10.2. Yek-nuct 3axmcty KOHPiAeHLiMHOCTI

V' | YEK-JIUCT: KoHdiaeHuiiHicTb y cnpaBax Npo 3104MHU NPOTH AiTe

L1 | Bci matepianu cnpasu 36epiraoTbCs y 3aXMLLEHOMY CepenoBuLLi 3 0OMexeHUM ao-
CTYynom

L1 | Cnmncok ocib 3 gocTtynoMm Ao iHpopmauii Npo AUTUHY 3340KYMEHTOBAHMM Ta aKTyaslb-
HUM

L] | byab-aka nepegaya iHbopMaLii QiKCyeTbCS Y XKypHani 3 NigNMCcoM oaepKyBaya

L | Ocobucri paHi gutnuam HIKOJIM He nepenatoTbCs Yepes He3axMLLEeHI MeceHaKepm

01 | My6nikawii npo cnpaBy y3rofXXeHi 3 NPOKYPOPOM i He MICTATb iAeHTUDIKYHYMX Aa-
HUX

L1 | ®oTorpadii AuTHHM 3HeocobneHi (po3mMuTi 06mMyYs, npubpaHi ineHTUdikaTopu)

LI | Mcuxonor/Ha 3any4yeHuit oo BCiX KOHTAKTIB 3 AUTUHOLO

O | MpuHUMN ‘HEOBXiAHOrO 3HAHHA' 3aCTOCOBYETLCA A0 KOXHOI 0C06M B KOMaHA|
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IuntuHa Ta ii poanHa noiHbOpMOBaHI Npo Te, XTO Ma€ AoCTyn A0 iHbopMauii

MexaHi3M OCKapXXeHHS L CyOEKTIB LOCTYNHUIA OUTUHI Ta ii NpeacTaBHMKAM

Yci 30BHiwWwHI naptHepu (HYO, Meaia) nianucanu yrogy npo KOH®IAEeHUIMHICTb

Oogoig

Matepianu 3akpuTu Big nybniyHoro gocryny

10.3. Yek-nuct dikcauii undpoBux pokasis

YEK-JIUCT: Dikcauia umdpoBux aoKasis

URL / appeca cTtopiHku 3adikcoBaHa y NOBHOMY BUINA4i

[laTta Ta yac dikcauii 3anmcaHi 3 TouHicTio 4o xBununHu (4ac UTC)

Ogo|<

CKpiHWOT MOBHOI CTOPiHKM 3p0obneHni iHCTpyMeHTOM (He npocTo PrintScreen) -
mictutb URL

OpwuriHanbHui dann (Bifeo, HOTO, LOKYMEHT) 3aBAHTAXKEHNIN 3 METaAaHUMMU

Xew-cyma MD5 ta SHA-256 obumncneHi Ta 3anucaHi

CropiHka 3aapxiBoBaHa yepes archive.org abo archive.is

MeTtagaHi danny (EXIF, Bifeo3aronoBok) BunpasieHi Ta 3a,0KyMEHTOBAHI

(dann 36epexeHunii y opuriHanbHoMy dopmati 6e3 KoHBepTauii

dann po3MilLeHnin Ha 3aXMLLEHOMY HOCIT 3 XXYpHanoMm foctyny

[poTokon ornsay enekKTpoOHHOro AOKa3y CKnageHui BignosigHo oo sumor KIK

Oo|joojoo|oo

JTaHutor 36epiraHHs 3aLOKYMEHTOBaHWUI: BUSIBUB — 3adiKCyBaB — nepeaas (patu, nia-
nucum)

O

[y6ntotoui konii 36epiratoTbCsl Ha ABOX HE3ANEXHUX HOCISIX
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AOOOATOK A.
NMPOTOKOJ Ornaay BEb-CTOPIHKU

[loKyMeHT € 3pa3KoM i nigngarae aganTauii 4O KOHKPETHUX 06CTaBMH NPOBAAXKEHHS.

MPOTOKOJ1 ornaay BEb-CTOPIHKU

Homep KpuMiHanbHOro
NpOBaXeHHS:

[lata cknagaHHS NpOTOKOAY: & » 202__p.
Yac novatky ornsay: rog. XB.
Yac 3akiHYeHHs ornsaay: rog. XB.

Cniguunn/ua (MIb, nocaga, nigpo3ain):

Cneuianict/ka ([11b, kBanidikauis):

URL Be6CTOPiHKM, WO OrNSOa€ThCS:

[ata Ta yac nybnikauii matepiany:

Haszea nnatdopmu / BebcanTy:

AsTOp/06niKOBMI 3anucC:

Onuc BMicTy BEBCTOPIHKM:

MeTton dikcau,ii:

01 CkpiHwoTt LI ApxiByBaHHg (archive.org)
L1 3aBaHTaXeHHs danny

Xew-cyma canny:

IMa dariny Ta wnax 36epiraHHs:

[opatkun oo npotokony:

O CkpiHwoTtu [ ®arnm O 3BiT apxiByBaHHSA

Mianvc chipyoro/yoi:

Mianuc cneuianicta/Ku:

NOAATOK b.
NPUKNAL ®IKCALT LUDPOBOIO AOKA3Y

Huxxuye HaBefeHO NpuUKaz 3anoBHEHOro apkyLwa gikcauii uMdpoBoro Aokasy Ha oc-

HoBi Berkeley Protocol.

Mone 3HauyeHHs (npuknap)

ID pokasy: UA-2024-KH-0042-0SINT-001
Tun gokasy: Bineodann

xepeno: Telegram-kaHan @priklad_kanal
URL: https://t.me/priklad_kanal/1234

[aTta Ta yac nybnika- 15.03.2024,09:47

Lii:

[ata ta yac dikcauii: 15.03.2024, 14:23

Kum 3adikcoBaHo IBaHeHko 1., cnigumii Bigainy N2 1, TYHI1 B XapkiBCbkii 0671.
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MeTop, dikcauii:

3aBaHTaXeHHs yepes yt-dlp; apxiByBaHHS yepes archive.is

IMa dhanny: UA-2024-KH-0042_telegram_15032024.mp4
Xew MD5: d41d8cd98f00b204e9800998ecf8427e
Xew SHA-256: e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca4

95991b7852b855

Pe3ynbTaT reonokawii:

MigTBepoxeHo: Byn. LWkinbHa, M. Xapkis (52.9651° N,
36.2310° E)

Pe3ynbTaT XpOHONOriy-
HOi BepudikaLii:

MigTBepaxeHo: yac 3omku Bignosigae 09:30-10:00
15.03.2024

MNepexpecHa Bepudi-
Kauis:

AHanoriyHe Bigeo BuaBneHo y 2 iHwwmx mxepenax (ID:
OSINT-002, OSINT-003)

CraH daviny: He3MiHHWI opuriHan; konii: CD-auck (cend Biaainy), 3axuue-
HUK cepBep
MopanbLui Aii: [Npu3HayeHa KOMM'IOTEPHO-TEXHIYHA eKCnepTU3a; A0y4eHO

[0 MaTepianis cnpasu

OOOATOK B.

YEK-INCT NCUXONOTA/NCUXOJTIOMUHI

NMEPEA NPOBEAEHHAM ONUTYBAHHA ANTUHWU/3AKOHHOIO
NMPEACTABHUKA/NPEACTABHULI ANTUHU

L] MpoBeneHa nepBMHHA NCMXONOrIYHA OLHKA CTAHY AUTUHM

[J BM3HauyeHuUI piBeHb pO3BUTKY OAUTUHM Ta ii 34aTHICTb A0 BepOanbHOro CnifikyBaHHS

[ OuiHeHW piBeHb TPUBOIM Ta FOTOBHOCTI A0 KOMYHIKaLii 3 LOpoCInMu

O] NigrotoBneHo 6e3neyHe, HeWTpanbHe cepefoBULLE A1 ONUTYBAHHS

O Cnigumii npoiHGOPMOBAHMI NPO NCUXONOTIYHI 0COBNMBOCTI KOHKPETHOI OAUTUHMU

L AMTUHI/3aKOHHOMY NpeacTaBHUKY/NpeacTaBHULl AUTUHU NMOSACHEHO MPOLeC, Ha-
[aHO BiAMOBIAI HA 3aNUTAHHSA Ta HEOOXiAHI pO3 ACHEHHS

[J McuxonoriyHmM cTaH AUTUHKM cTabinisoBaHoO
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CNMNCOK BUKOPUCTAHUX OXEPEN
TA PEKOMEHOOBAHA NITEPATYPA

MixxHapoaHe npaBo Ta oQiLiiiHi JOKYMeHTH

1. KonseHuiss OOH npo npasa gutnHu (1989). PatudikosaHa YkpaiHoto 27.02.1991.
URL: https.//zakon.rada.gov.ua/laws/show/995 021.

2. PuMCbkui cTaTyT MixkHapogHoro KpuMiHanbHoro cyay (1998). URL: https://zakon.
rada.gov.ua/laws/show/995 588.

3.XXeHeBcbKi KOHBeHLUii 1949 p.ta JogaTtkosi npotokonu oo Hux. URL: https://zakon.
rada.gov.ua/laws/show/995 154,

4. Pe3zontouia Pb OOH 1612 (2005) npo giten y 36ponHux koHdnikrax. URL: https://
undocs.org/S/RES/1612(2005).

5. OHCHR / UC Berkeley School of Law. Berkeley Protocol on Digital Open Source
Investigations (2nd ed., 2022). URL: https://www.ohchr.org/sites/default/files/2022-04/
OHCHR_BerkeleyProtocol.pdf.

3aKOHOAABCTBO YKpaiHK

6. KpuMiHanbHmi kopekc Ykpainu Big 05.04.2001 N2 2341-1ll (3i 3miHamu). URL:
https.//zakon.rada.gov.ua/laws/show/2341-14.

7. KpuMiHanbHUIM npouecyanbHuii kopekc Ykpainu Big 13.04.2012 N2 4651-VI (3i
3miHamu). URL: https://zakon.rada.gov.ua/laws/show/4651-17.

8. 3akoH Ykpainu «[lpo 3axucT nepcoHanbHux gaHux» Big 01.06.2010 N2 2297-VI.
URL: https.//zakon.rada.gov.ua/laws/show/2297-17.

9. 3akoH Ykpainu «[1po oxopoHy autuHcTBa» Big 26.04.2001 N2 2402-I1l. URL:
https.//zakon.rada.gov.ua/laws/show/2402-14.

Haykosi nybnikauii Ta MeToauuHi Matepianu

10. FOHICE® YkpaiHa. CuTyauinHui aHani3 ctaHoBMWA AiTer B YKpaiHi B yMOBax
36ponHoro koHonikTy. Knis: UNICEF, 2023.

11. Council of Europe. Barnahus: How to make it work. Practical guidance notes
(2021). URL: https://www.coe.int.

12. YBKIJ1 OOH. Oonosigb MoHiTopuHrosoi micii OOH 3 npas nwogmHu B YKpaiHi
(2022-2024). URL: https://ukraine.un.org.

13. International Criminal Court. Elements of Crimes (2011). URL: https://www.icc-
cpi.int.

14. Bellingcat. Bellingcat Online Investigation Toolkit. URL: https://bit.ly/bcattools.

15. Human Rights Watch. «We Had No Choice»: ‘Filtration’and the Crime of Forcibly
Transferring Ukrainian Civilians. 2022. URL: https://www.hrw.org.

16. IHL (ICRC). Rule 135: Children // Customary IHL Database. URL: https://ihl-
databases.icrc.org.

17. litv BinHW. [lenopToBaHi, y po3wyKy, po3wykaHi gitu. URL: https://childrenofwar.
gov.ua/.
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NMPAKTUYHI 3ABOAHHA AN CAMOIEPEBIPKU

AOAOATOK .

NPAKTUYHUMA TECT | BMPABU ONA 3AKPINJEHHA 3HAHb
TA ®OPMYBAHHA HABUYOK Y POBOTI 3 AITbMMU,

AKI NTOCTPAXAANU BIA BOEHHUX 3JIOYUHIB

bnok 1. KoHdipeHUiMHICTb Ta 3aXUCT AaHUX AUTUHU

1. lknM € NpuHLMA, WO BU3HAYAE NPIOPUTETHICTb Y BCIX pilUEHHSAX WOA0 AUTUHM Y
KPUMiIHANbHOMY MPOBaAXEHHI?

a) MPUHLUMN HEYXMNbHOTO AOKYMEHTYBaHHS

6) NPUHLMN HAaMKpaLWMX iHTepeciB GUTUHU

B) NpuHUMN eheKTUBHOCTI MPOBaAXEHHS

) NpUHUMN Ny6AiYHOCTI CyAOYMHCTBA

lMpasuneHa 8ionosios: 6)

)KoOHi doka3u ma npouecyansHi iHmepecu He Marms nepesaxamu Had 6esnekorw ma
006pobymom dumuHu (cm. 3 KoHeeruii OOH npo npasa oumuHu).

2. llo po3ymi€eTbca Nip, peTpaBMaTU3aLLIEN Y KOHTEKCTi po60TH 3 AiTbMU — NOCTPaXK-
BANIUMU Bif, BOEHHUX 3104YUHIB?

a) Gi3MyHe NOLWKOAXKEHHS Mif Yac ornagy

6) NOBTOPHE NepeXXMBaHHS TPaBMAaTUUYHOIO AOCBIAY BHACTIAOK Ain daxiBus abo
30BHILLHIX CTUMYNIB

B) BiAMOBA BifJ MCMXONOrYHOT 4ONOMOIH

r) noripweHHa Gi3UYHOro CTaHy AUTUHU

MpaBunbHa BianNoBiAb: 6)

losmopHe nepexcusaHHs mpagmMamuyHo20 00cgidy (Moxe 6ymu 6inbw IHMeHCUBHE,
HIJX NepBUHHE), W0 Moxe bymu CnpoB8OKOBAHE HEKOPEKMHUMU 3aNUMAHHAMU, NOKA30M (omo-
2pagiti 3 micusi nodii, NPUCYMHICMIO 8E/IUKOI KIIbKOCMI HE3HAlioMux 00poCauxX mouo.

3. flka 3 HaBeAEHUX Ail € rPyOMM NOPYLUEHHAM KOHQiAEHLIAHOCTI AUTUHU?

a) BHECEHHS AAaHUX AUTUMHU [0 3aXMLLEHOT CUCTEMU 3 0BOMEXEeHMM [0CTYNOM

6) nepenava iHdopMauii Npo AUTUHY Konesi yepes nybniuyHui MeceHmxep

B) 3HeoCcobneHHs AaHUX nepes NiAroToBKOK 3BTy

r) 36epiraHHs MaTepianiB y ceidi 3 0OMexXeHnM fOCTYyNom

MpaBunbHa BianNoBiab: 6)

lepedayua ideHmu@ikyro4ux 0aHUX Yepe3 HeaaxuweHul nybiyHull KAHan € NPSMUM No-
pyWeHHsM 3aKoHy YkpaiHu «[1po 3axucm nepcoHansHUx 0aHUx» i Moxe npuzeecmu 00 iOeH-
mugikauyii dumuHu ma 3aepo3 ii 6e3neui.

Bbnok 2. McuxonoriuHi acnektn po6oTu 3 AiTbMU

1. flka 3 HaBeaeHUX peakuid AUTUHU € HOPMAJIbHOKO peaKLLi€l0 Ha TpaBMy?

a) perpec y nosefiHui (HiYHe HETPUMAHHS CeYi y CTapLLoi AUTUHU, CTPaX TEMPSABH)
6) NoripweHHs ycniwHOCTI Yy WKoni

B) COLiaNibHe BiAYY)XEHHS Ta HebaxXaHHS CMiNKyBaTUCS

r) yci nepepaxoBaHi

MNpasunbHa Bianosiab: r)
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Yci nepepaxoeaHi peakuii € HOPMANLHUMU PeakyiaMu Ha HEHOPMAibHi o6cmasuHu. Ix
Has8HICMb C8i0YUMb NPO Me, WO NCUXiKa OUMUHU HAMA2AEMbCS 8NOPAMUCS 3 nepesaHma-
weHHsM. [lamonozizayis yux peakyili Moxe nocuaumu CmaH OUMUHU.

2. SIKi 3anUTaHHA € HENPUNYCTUMUMM MNif YaC NEPBUHHOIO KOHTAKTYy 3 AUTUHOIO —
NOCTPAXKAANOH0 Bif, BOEHHUX 3/10MMHIB?

a) «fk Tebe 3BaTU?»

6) «Tu ronogHui/ronogHa?»

B) «BoHu Tebe 6unu, un He Tak?»

r) «[le To6i 3py4yHO cnaiTn?»

MpasunbHa BigNOBiIAb: B)

«BoHu mebe 6unu, 4u He mak?» € HaBIOHUM 3aNUMAHHAM, Wo Micmume 8i0N08iosb, a
Makox« npsiMo 8idcuae 00 MpasMamu4Ho20 00C8idy OUMUHU.

3. flke 3 TBepakeHb npo MNTCP y piteit € XMbHUM?

a) MTCP moxe nposiBnsTUCS Yepes Micsui abo poku nicng TpaBMaTUYHOT NOAI.

6) Y piten MTCP 3aBXan BUABNSETLCSA TaK CaMoO, K Yy OPOCAUX.

B) [IMTMHA MOXe «NOBTOPHO NMPOrpaBaTu» TpaBMy y rpi.

r) Cumntomu MNTCP MOXyTb BKAKOYATM perpec y poO3BUTKY.

MpaeunbHa BiANoBiAb: 6)

Lle xubHe meepoxceHHS. [TTCP y dimeli yacmo nposiensemscs iHaKwe, Hix y 00poCaux:
yepes pezpecusHy No8ediHKY, pob08i iepu 3 8i0MBOPEHHIM MPABMAMUYHUX CUeH, COMamUYHi
cKapau, NOpyweHHs CHy ma no8eoiHKo8I 3MiHU.

Bnok 3. MixBiaoMua B3aemMopis Ta ponb ncuxonora

1.Y akoMy pasi ncmuxonor Moxe 6yT1 NPUCYTHIM Mg Yac ONUTYBAHHA OUTUHM CigUUM?

a) 3aBXAM, AKWO CNiAYMI BBAXKAE Le KOPUCHUM

6) AKwWo € BiANOBIAHA NpoLecyanbHa NiACTaBa i Le BiANOBIAAE iHTEpEeCcaM AUTUHM

B) /lnwe gKWwo AMTMHA 0COBUCTO NPOCUTBL NPO L

r) Hikonu — ncuxonor i cnigyuni He MoXKyTb OYyTM OAHOYACHO MPUCYTHI

MpasunbHa BianNoOBiIAb: 6)

KTIK YkpaiHu nepedba4ae 0608493k08y y4acme nedazoz2a abo ncuxosno2a nié yac donu-
my HenoeHoIimHb020 c8ioka (cm. 226 KTIK).

2. XTO BU3HAYAE MOMEHT, KOJIU AUTUHA NCUXOJIOTIYHO rOTOBA A0 Y4acTi y CAiauMx
aiax?

a) Cnigumin, BUxoasum 3 notped npoBamKeHHs

6) 6aTbkM a0 3aKOHHI NPeACTaBHUKM OUTUHU

B) NCUXONON, HA NiACTaBi OLIHKM NCUXONOTIYHOro CTaHy AUTUHM

r) NpoKypop

MpasunbHa BigNOBiIAb: B)

lNcuxonozivHa 20mogHicms GuMUHU 00 y4yacmi y cio4ux 0isiX 8U3HAYAEMbCS NCUXO0/0-
20M Ha ni0cmasi OUiHKU ii Cmaey.

Bnok 4. KopoTKi npakTu4Hi 3aBaaHHSA
3aBaaHHa 1. [TpounTtaiite KOXHe 3anuUTaHHS. BU3HauTe: € BOHO HaBigHMM (H) un
Bigkputum (B)?

N2 |3anuTaHHS t1n (H/B)
1 |BiH e BgapwvB Tebe, npaBaa?
2 |Po3Kaxu MeHi, o Tpanmnocs.
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Tn > 6aumna ue Ha BNacHi oyi?
Sk TM cebe noyyBaew 3apas?
Lle ctanocs BaoeHb, Tak?

Lo T naM’aTaew 3 Toro aHs?

O Ul pA W

3aBaaHHa 2. [pounTarite onuc Ain daxiBus. 3HaUAITb | HA3BiTb HE MEHLLE TPbOX
NMOMMNOK:

Onuc:

Cnidyud ysitiwos 00 KIMHaMu pasoM i3 08oMa Kose2amu. Ha cmoni nexas naaHwem i3
Mamepianamu cnpasu. BiH 38epHyscsi 00 8-piuHo20 xnonyuka: «[lpusim! Mu mym, uj06 mebe
3axucmumu. Po3kaxu Ham yce, ujo 6a4ug moeo OHs, i binbwe HikoMy He mpeba byde ue nu-
mamu. Tu 1 xo4ew, w06 no2aHux aodel nokapanu?» Koau xaonyuk 3amosyas, cnioyuli 000as:
«He 6itics, mym yci c8oi».

3aBaaHHA 3. BnpaBa «3ynuHUCL | nepesip»

Meta: ChopMyBaTh 3BMUKY NepeBipaTM BNACHI Aii HA npeaMeT OOTPUMAHHS KOHOI-
DEHLINHOCTI AUTUHMU

Onuuwitb (MMCbMOBO) OAHY peanbHy abo TUMNOBY CUTYaLiO 3i CBOET MPaKTUKK, Ae Bu
nepenanu abo oTpumanu iHbopMauito Npo AnTUHY. [oTiM fanTe BIANOBIAI HA NUTAHHS:

1) X70 wwe, KpiM MeHe, 3HaB Npo Lo iHpopMauit? Yu BCi BOHM Manu Ha Le npaBo?

2) Yepes sikuii kaHan nepepasanacs iHbopMauia? Yu 6yB BiH 3aXMLLEHUM?

3) Yn 6yna 3roga AuTUMHKU (@60 3aKOHHOTO NpPEeACTaBHMKA) Ha Nepefavy UMX AaHUX?

4) Wo 9 3pobus(na) 61 iHakwe CbOroaHi?
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AOOATOK A.

MAaTb NPAKTUYHUX BMPAB A1 3AKPINNIEHHA TA
3ACTOCYBAHHA 3HAHb Y POBOTI C/NIAYUX, MPOKYPOPIB,
COUIAJIbHUX MNPALIBHUKIB | MCUXOJIOTIB Y CITPABAX MNMPO
3/1I0YMHU NPOTU BITEA B YMOBAX 36POMHOIO KOH®DJIKTY

1. TECT I3 BUBOPOM BIAMNOBIAI

Pusuku nopyueHHs KOHGIAECHLIMHOCTI NoCTpaXAanoi
AUTUHU

OpieHTOBHMI Yac: 5 xBuAuH | Po3gin nocibHuka: 3.3-3.4

CUTYALIA

JKypHanicT 3BepTa€eTbes oo
COLianbHOro NpaLiBHUKA 3
NPOXaHHAM HagaTH GoTo
Ta iM9 AUTUHMK, 9Ka Byna
eBakyMoBaHa 3 OKynoBa-
HOi TepuTOpii Ta nepeby-
BAE NiJ, OMiKOK OpraHiB
3axucTy. XypHanict no-
SICHIOE, L0 X04e 3pobuTH
«MO3MTUBHMI MaTepian
NpO MNOPSATYHOK AiTen i
3aMeBHSE, L0 pO3MMUE 06-
nuyuyq. [locynose nposa-
[KEHHS TPUBAIOTb.

flka pia couianbHOro npauiBHMKa € NpaBoMipHoIo BignosiaHo Ao HopMm KIK Ykpai-
HU Ta 3aKoHy «[1po 3aXMCT NepCOHANIbHUX BAHUX»?
Obepimb 00Hy npasusbHy 8i0nosids. [lozHayme subparuli eapiaHm.

A. Hapatu po3mute $OTO Ta 3aMIHUTK IM'S NCEBAOHIMOM — XYPHanNICT BCE OAHO He

3MOXe I0eHTUDIKYBATU OUTUHY.

b. BioMoBUTM y HafaHHI Byab-aKoi iHPopMaLii Ta po3'aCHUTK, WO AOCTYN OO MaTe-
pianiB cnpaBu MOXIUBMI NMLLE 33 AO3BOSIOM Cia4oro abo Npokypopa BiANOBiIAHO A0 CT.

222 KTIK.

B. Hapatu 3aranbHy iHdopMauito 6€3 KOHKpeTUKM — Ha3BY PerioHy Ta BiK AUTUHU —
OCKINIbKM Lie He € iAeHTUDIKYIUYMMN OAHUMMU.

[. [lepeHanpaBuTK XypHanicta 40 pevyHuKa noniuii, nepenaslumn oMy damn i3 maTte-
pianamu gns niaroToBKM BiANoBiAi.

Mos Bignosiapb:

HOTATKW / OBI'PYHTYBAHHS BUBOPY
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2. BCTAHOBJIEHHA NOC/1IA0BHOCTI
Anroputm OSINT: npaBunbHUI NOPSAOK AiN NpuU
¢dikcauii umdposoro aokasy

OpieHTOBHMI Yac: 7 xBunuH | Po3ain nocibHuka:
6-8, Berkeley Protocol

CUTYALIA

Cniguun BugBmB y
Telegram-kaHani Bigeosa-
nuc obcTpiny wkonu. Bigeo
MOTEHLIMHO MICTUTb AOKa3M
BOEHHOrO 3/104MHY. Heobxia-
HO MpaBMAbHO 3adikCcyBaTH
Len mMaTepian BiANOBIAHO A0
Berkeley Protocol Ta Bumor
KK YkpaiHu.

PosctaBTe Kpoku (ikcauii umgppoBoro aokasy y npaBuibHIi XPOHONOriYHii nochi-
AOBHOCTI. BnuwiTb nitepy Kpoky B NpOHYMEpOBaHi pAKU NpaBopyY.

Midoka3ka: cnoyamky @ikcauis 6e3 3MiH = 36epexeHHs = niomeepOMeHHS a8meH-
mu4Hocmi = gepu@ikayis = npouecyanasHe 0popMIEHHS.

KPOKW ON14 BNOPAAKYBAHHA

A. 3aBaHTaxuTu Bigeo Ta nepenaTv Koneram Ans nepernsgy

b. 3adikcyBatn URL Ta yac nybnikauii 6e€3 3aBaHTaxXeHHs (parny

B. Cknactn npotokon orngay enekTpoHHoro aokasy (ct. 99 KI1K) ta ponyunTn go ma-
Tepianis cnpasu

I. 36epert opuriHanbHui dann 6e3 3MiH Ta 06uncnTH xew-cymy (MD5/SHA-256)

[.poBectu reonokauinHy Ta XpOHONOriYHy BepudikaLito

E.MepetBOopnTM hann y 3pyuHnin dopmar ana nepernsoy

MPABUJIbHA NOCNIAOBHICTb

Kpok:
Kpok:
Kpok:
Kpok:

/\ 3sepHimeb ysazy: 08a KpOKU 3 nepeniy € HenpasuaLHUMU i He MArme 8xo0umu
00 nocnidosHoCMI.
HOTATKW / OBI'PYHTYBAHHS BUBOPY
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3. CUTYALIMHE NPUAHATTA PILLEHDb - 3 KPOKMU
MixxgipomMua B3aEmMoAis Npu BUSBNEHHI NOCTpaxaanoi
AUTUHU

OpieHToBHMI Yac: 8 xBuAuH | Po3pin nocibHumka: 1.1,
3.3-3.4,9.2

CKJTIAOHUM CLIEHAPIA

[OuntuHa 9 pokiB gocras-
NeHa [o nikapHi nicng
dinbTpauinHUX npouenyp.
[INTMHA MOBYUTb, AEMOH-
CTPYE «3aBMUPAHHS», CTPaX
NPW KOHTAKTI 3 4OPOC/IUMMU.
Cniguuni xo4e npoBecTn
OOMUT HEramHo, MeguK —
30iMCHUTK Oornaa,

MCUXONOT — OLIHUTYK CTaH.
baTbku BiACYTHI.

[lns KOXXHOro KpoKy cLeHapito 06epitb ogHy npaBunbHy Aito (A, b, B abo IN). Mo3Ha-
yTe BMOpaHMi1 BapiaHT y noni «Mog Bianosiab».

Kpok 1 MNMepwi 2 roamMHu nicns BUSBNEHHA AUTUHU

Cnipumit Hanonarae Ha HeramHOMY AONUTI AUTUHM LWOA0 06CTaBUH dinbTpauii. Bawi
Aii K KoopauHaTopa cnpasu?

A [103B0OANUTM JONKUT — [,OKA3N MOXKYTb BYTU BTpPayeHi

b 3ynuHutK ponut. Hagatv nepwy ncuxonoriyHy gonomory. Jonut — He paHiwe 72
FOAMH | nULLE MiCAs OUiHKM CTaHYy NCUXOIOroM

B MpoBectn HeHaB13n1MBO pO3MOBY 3i Cnig4mm 6e3 odiuinHOro AonuTy

I MoyekaTn noBepHEHHN HBATbKIB, HIYOr0 He pobUTK

Mos BignoBiab (kpok 1):

Kpok 2 OnepaTtuBHa ouiHka (8o 48 roa)

Mepauk xoue npoBecTH NOBHUI CYA0BO-MEAUYHMUI OMNAA Ta NepeaaTv BACHOBOK A0-
CNipKeHHS Y BiAKPUTUIA BiAOMUMIA YaT ANS ONEPATUBHOIO iHHOPMYBaHHS.

A [1o3B0NMTM Nepepavy y yat — Le N1Le MiX Koneramu

b 3abopoHnTn nepenavy y BiagKpUTUI Y4aT. MeaAnYHUI BUCHOBOK — NNLLE 3aXULLEHM-
MW KaHanaMu, 3a NMCbMOBUM 3anutom anigyoro (ct. 222 KIK)

B lMepenaTtv anwwe 4acTUHY — 3aranbHUIM BUCHOBOK 6e3 paeTtanem

I Bioknactv nepefavy 0o 3aBepLIEHHS Ornagy

Mos BignoBiab (Kpok 2):
Kpok 3 liarotoBka A0 onuTyBaHHS AMTUHM (nicns ctabinisauii ctaHy)

Mcuxonor pekoMeHAyEe NpoBeCcTM ONUTYBaHHA 3a Moaennto «bapHaxycy». Mpokypop
HanonNAra€ Ha 3BM4YaMHOMY AOMNUTI LUBMAKO ANS1 EKOHOMIi Yacy. K BUMHUTH?
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A lloroantncb 3 NPOKYpOpOM — ePEeKTMBHICTb PO3CNiIAYBAHHS BAXXIMBILLA

b lpoBecT ABa OKpeMMX ONUTYBAHHSA — 419 NCUMXONOra i N9 CliacTBa

B Hanonsratn Ha npoBeaeHHi AONMTY 3a BiAMNOBIAHOK MoAeno y 6besneyHomy ce-
penoBuLLi 3 MCMXONOroM, BifeodikcaLi€to, 3a y4acTio nepeabdavyeHnxX 3aKOHOAABCTBOM 0Cib

I [p13HaYMTK We 0AHOro NCMxonora Ans NPUCKOPEHHS npouecy

Mos BianoBiab (KpokK 3):

4. 3ANMOBHEHHSA NPOMYCKIB
MNpaBoBa 6a3a: KNYOBI HOPpMU Ta NpoueaypuU

OpieHTOBHMI Yac: 6 xBunuH | Po3gin nocibHumKa:
2.4,3.3-3.4,9.2

IHCTPYKLIA

BcraBTe y nponycku npaBubHi
TepMiHW, HOMepW CTaTel

abo Ha3BwM CTaHAApPTIB.
BukopucToByiiTe TOYHI
topnaANYHI GOPMYOBAHHS.

3anoBHITb YCi NPONYCKU Y pEUEHHAX HUXKYE.
ioka3ka: ceped gionogioeli — «222», «232», «<He3aKOHHUM», «QHOHIMI3aUif», «NCces0o-
Himizauis», «Berkeley Protocol», «gideo3zanucy», «00UH», «C1I04020, NPOKYpPOPA ma NCuxono2ax.

1. TaeMHMUSA [OCYAOBOrO PO3CNiAyBaHHS 3aKpinaeHa y CTaTTi KMK Ykpa-
iHn. Po3ronoweHHs BigOMOCTEM [OOCYAOBOrO poO3C/iAyBaHHs 6e3 [03BONYy CNig4vyoro €

2. be3anoBOpPOTHE NepeTBOPEHHS iAEHTUDIKYHOUMX AAHUX AUTUHU TAKMM YMHOM, LLOO
BOHa He Morna 6yTu iaeHTMdikoBaHa, HA3MBAETHLCS , @ 3aMiHa JaHuX
YMOBHWMM KOAAMM MpU 36epexkeHHi Kkoya BiAnoBiAHOCTI -
3. MibKHapoaHuIi CTaHOApT NpoBeAeHHS UMbpoBUX OSINT—po3cn|n,yBaHb Ans uinen
npasocynas, pospobnenuii YHisepcutetom Kanidopwii Ta YBKIT OOH (2022), HasuBaeTtbes

4. [lonut AUTUHK, SIKa € CBIAKOM abo NOTepninnMM, peKOMeHAYETbCA NPOBOAMUTH i3 3a-

CTOCYBAHHSIM Ta B CneuianbHO 06n1agHaHOMY NpUMILLEHHI (BigNOBIAHO
[0 CTaTTi KMK).

5. BignosigHo no bapHaxyc-mogeni, ANTUHA MA€E NPOXOAUTU NULLE [0MNuT, 33
yyacTi B O4HOMY MiCL.

HOTATKM

61



5. BMTOPSAKYBAHHA AITOPUTMY
MpasunbHuit nopapok sepudikauii OSINT-matepiany
ANng cyny

OpieHTOBHMI Yac: 6 xBMAKUH | Po3gin nocibHuka: 6-8,
cT. 99 KIK

3AI0AYA

Cniguun otpumas
NOCWMNAHHA Ha Bigeo B
couianbHinM Mepexi, Lo
HibuTOo dikcye aenopTaLito
YKpaiHCbKuX giten. [Ans
TOro, Wwob uen Matepian
CTaB 4ONYCTUMUM
[LOKa30M Y KpUMiHaNbHOMY
NpoBaAXeHHi, NOTPibHO
BMKOHATW MEBHI KPOKM Y
CyBOPOMY MOPSIAKY.

MpoHyMepyiiTe HaBeAEHI HMKYE KPOKM Y MPABUIbBHOMY XPOHONOFiYHOMY NOPSAKY
(8in 1 po 6), Bnucaswm uudpy B none NiBOpyH Bi KOXKHOrO KPOKY.

[1iokaska: cnoyamky @ikcauyis - 36epexeHHs = nidmeepoeHHs - sepuikayis =
niomeepoxeHHs 3 080X Oxepen = nNpouecyanbHe 0popPMIEHHS.

lpoBecTu reonokauinHy Bepudikauito (3ictaBneHHs 3 Google Earth, cynytHuko-
BMMM 3HIMKaMM)

3adikcyBat URL Ta MeTafaHi cTopiHkM 6e3 3aBaHTaxeHHs danny

Cknactu NpoToKoN ornsiay enekTpoHHoro aokasy (ct. 99 KIK) Ta ponyuntu oo
MaTtepianis cnpasu

O6uncnntu xew-cymy opuriHanoHoro danny (MD5 / SHA-256) Ta 3adikcyBatu

30iMCHUTU NepexpecHy BepudiKaLilo Yepes ABa HEe3aNeXHUX oxepena

36eperti opuriHanbHWM Gana Ha 3aXMULLEHOMY HOCIT 6e3 XXOAHMX 3MiH

HOTATKW / OBI'PYHTYBAHHS
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KJ1l0Y BIANOBIAEN

[paBuNbHI BiANOBIAI, NOSCHEHHS Ta HOpMaTMBHA 6a3a.
BigkpvBaTtu nuwe nicng BUKOHAHHS BCiX 3aBAAHb

1. Pusuku nopylueHHs KOHQiAEeHLiMHOCTI

v TMNpaeunbHa Bignosiab: b — BiaAMOBUTK y HagaHHI Byab-sKoi iHbopMauii Ta po3ac-
HWUTK, LLO AOCTYN 4O MaTepianiB CNpaBu MOX/IMBUM NuLE 33 AO3BOJIOM Cligyoro abo npo-
Kypopa BignoBiaHo o ct. 222 KIK.

BignosiaHo po ct. 222 KIMK YkpaiHu, BiAOMOCTiI AOCYA0BOro po3c/ifyBaHHS € TAEM-
HULEK Ta MOXYTb OYTM PO3rosioLeHi nnwe 3 Ao3Boay Aligyoro abo npokypopa. Couianb-
HWM NPALiBHMK HE MAE MOBHOBAXXE€Hb CAMOCTIMHO BUPILLYBATU MUTAHHS HAZAHHS Oyab-aKMX
MaTepianiB CNpaBu CTOPOHHIM 0Cc06aM — HaBiTb Yy 3HEOCOBNEHOMY BUINA4I.

YoMy iHWi BapiaHTK HenpaBunbHi: BapiaHT A — po3muTe $OTO B NOEAHAHHI 3 KOH-
TEKCTOM CMpaBu MOXe A03BONMTU HenpsMy iaeHTudikauito; byab-aKka nepenayda Matepianis
6e3 [03BONY CNiQYOro € NOpyLeHHsM. BapiaHT B — perioH Ta Bik y NO€AQHAHHI 3 06CTaBMHa-
MM CMpaBu € iaeHTndikytoumMmm oaummu. Bapiant I - nepenava darinis peuHuky 6e3 caHkuii
NPOKYypopa € NPSAMUM MOPYLUEHHSIM TAEMHULI CNiacTBa.

cT. 222 KIK Ykpainm 3Y «[po 3axuct nepcoHanbHUX AaHux» CT. 6 Po3p. 3.3-3.4
Moci6Huka

2. Anroputm OSINT: ¢ikcauia uncdposoro gokasy

1 | b - 3adikcyBatn URL Ta yac nybnikauii 6e3 3aBaHTaxkeHHs danny. [Nepmnin Kpok:
3aXMCT MeTagaHmx 6e3 pM3mnKy 3MiHM opuriHany.

2 |- 36epertv opuriHaneHui darn 6e3 3MiH Ta 06umncanTm xew-cymy (MD5/SHA-
256). 3abe3neyeHHs LiNiCHOCTI A0Ka3y Ta MOXIMBOCTI Bepu@iKaLlii aBTEHTUYHOCTI.
3 | 4 - lpoeectu reonokauinHy Ta XpoHonoriyHy sepudikauito. [igTeepaxeHHs Micus
Ta yacy nogii yepes Bigkputi pxepena (Google Earth, TiHboBi KapT, MeTagaHi).

4 | B - Cknactu npotokon ornsiay enektpoHHoro gokasy (ct. 99 KIIK). lNpouecyansHe
0hOpMNEHHS NicNs 3aBepLUeHHS BCiX TEXHIYHUX KPOKIB.

KpoknATa E —HenpaBunbHi Ta HE MalOTb BXOAUTM A0 NOCNIAOBHOCTI: A («3aBaHTaXXMUTH
i nepenatu Koneram») — NOWMpeHHs 6e3 dikcauii 3HMLLYE AOKA30BY LiHHICTb Ta NOPYLUYE
naHutor 36epiraHHs. E («[epetBoputn popmaTty) — Byab-sika 3MiHa danny nicns 36epexeHHs
pobUTb XeL-CyMy HEBAJAHOK Ta YHEMOXIUBKOE Cy0BY NEPEBipKY aBTEHTUYHOCTI.

Berkeley Protocol 2022 crt. 99 KIK Ykpainu Po3a. 6-8 Moci6Huka

3. MixBipoMua B3aemogpisn - CueHapin

Kpok 1. Mepuwi 2 roauHu nicna BUSBNEHHS

MNpasunbHa Bianosigb: b — 3ynnuHuTK gonut. HapgaTtv nepuy NnCMXoNorivyHy AonoMory
(NNA4). Donut - He paHiwe 72 roamH i nuwwe nicns OLiHKM NCUXONOMOM CTaHy OUTUHMW.
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MogyuaHHS ma «3a8MUpPaHHA» € CUMNMOMAMU 20cmpoi peakyii Ha cmpec (MKX-10:
F43.0). Heksanigikosaruti donum y nepwi 72 200uHU pylHye 0okazogy 6asy i noenubne
mpasmy 00HOYACHO.

Kpok 2. OnepaTtuBHa ouiHKa (8o 72 rop)

MNpaBunbHa BianoBigb: b — 3ab6opoHnTH Nepenady y BigKpUTUIM YaT. MeanyHuin Bu-
CHOBOK — /lMLUE 3aXULWEHUMM KaHaNaMu, 38 MMCbMOBMM 3anuToM ciigyoro (cT. 222 KTIK).

Telegram ma 8i0OKpumi KOpnopamueHi 4amu € He3axuwWeHUMu KaHanamu. «Jluwe mix
Kosne2amu» He € 8UNPasOaHHSIM.

Kpok 3.TliarotoBka A0 ONUTYBaHHS

lNpaBunbHa BianoBiab: B — Hanongarat Ha onuTyBaHHI 3a Mogennto «bapHaxyc» y
6e3ne4yHOMy cepefoBMLLI, 3 MCMXONIOrOM, BiaeodikcaLi€to, 3a y4acTio nepeabayeHmx 3ako-
HOA4ABCTBOM 0OCib

BkasaHa modens nepedbayae OLNH donum dna miHimizayii pempasmamu3auii.

Po3a.1.1.Moci6Hnka MKX-10 c1.F43.0 bapHaxyc-npotokon c1.222 KIMK NICHD-npo-
ToKon Po3p. 3.3-3.4, 9.2 MNMoci6Huka

4. MNpaBoBa 6a3a: 3aN0OBHEHHA NPONYCKIB

1. CratTta: 222 - XapakTep Aii: HE3aKOHHUM

2. be3noBOpPOTHE NepeTBOPEHHS: aHOHIMI3aLia - 3aMiHa KogaMu 3i 36epexeHHsIM
K/04a: NceBAoOHIMi3aLis

3. MixxnapoaHuin ctaHgaprt: Berkeley Protocol

4. MeTog dikcauii: Bigeosanucy - Cratta KIMK: 232

5. KinbKicTb LONUTIB: OOMH - YYaCHMKK: CNiJYOro, NpoKypopa Ta NcmMxonora

KntouoBa pi3HMUS: AHOHIMI3aLIN € HE3BOPOTHOK — BiAHOBUTM 0CODY HEMOXX/IMBO.
lNceBOoHiIMi3aLia — 3BOPOTHA, KU BiAMOBIAHOCTI 306€piraeTbCs y 3axXuLEHOMY MicCLi.
[nsa matepiani y nybniyHOMy nNpoCTOpi 3aCTOCOBYETbCA AHOHIMI3aLis; 419 0OMiHY MixX
BIAOMCTBAMM — NCEBAOHIMI3aLis 3 3aXULLEHNUM KITHOYEM.

Berkeley Protocol (2022) po3pobnenuit cninbHo YBKIJT OOH ta HpuanyHoto
wkonoto UC Berkeley — € o6oB3koBmM cTtaHgaptoM OSINT-po3cnigyBaHb AN BU3HAHHS
[OKa3iB y Mi>KHAapOAHMX Cydax.

cT. 222 KIK c1. 232 KIK Berkeley Protocol 2022 Po3sa. 2.4 MNoci6Huka 3Y «[po 3a-
XUCT NePCOHANbHUX AAHUX»

5.Mopsanok Bepudikauii OSINT-marepiany

1 | 3adikcyBatn URL Ta MeTapaHi cTopiHkm 6e3 3aBaHTaXeHHs danny
2 [ 36eperti opuriHanbHUM Garn Ha 3aXMULWEHOMY HOCIi B€3 XXOAHUX 3MiH
3 | O6uncnuntun xew-cymy opuriHanoHoro darnny (MD5 / SHA-256) Ta 3adikcyBaTtn

4 [lMNposecTtn reonokauiviHy Bepudikauito (3ictaBneHHs 3 Google Earth, cynyTHukoBumu
3HIMKaMM)
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5 | 3mincHUTM nepexpecHy Bepu@ikaLito Yepes ABa He3aNexXHUX JKepena

Cknactu npoTokon ornsiay enekTpoHHOro aokasy (ct. 99 KIK) tTa ponyuntu go mare-
pianis cnpasu

Jlorika nopsaky: dikcauia 6e3 3MiH = undpoBui BiAOUTOK (Xew) = nepesipka Mic-
LS Ta Yacy - He3anexHe NiaTBepOXKEHHS —= npouecyanbHe opopMmaeHHs. Xeww-cyMa obuumc-
NOETLCS A0 OyAb-9KMX L i3 HannoMm i ciyrye AOKa3oM He3MiHHOCTI MaTepiany. [potokon
CKNAAAETHCA NULLE MiCNA 3aBepLUEHHS BCiX TEXHIYHMX KPOKiB — BiH iKCYy€E BECb NAHLIOT Ail.

1. 99 KINK Ykpainu Berkeley Protocol 2022 Po3pa. 6-8 MNMoci6Huka
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